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Abstract

Mobile app usage has surged globally, leading to the proliferation
of in-app advertising. However, this business model introduces
significant challenges, including inappropriate ad content in chil-
dren’s apps, security risks, and deceptive practices. While extensive
research has examined abusive ad practices in Android apps, i0S
remains largely unexplored. Our study addresses this critical gap by
developing IADAUDITOR, a specialized ad auditing tool for iOS apps.
Through a comprehensive empirical analysis of over 6,000 top-listed
i0S apps, we reveal concerning patterns of abusive ad practices:
over 3% of ad multimedia materials contain explicit content, 14.9%
of ads employ deceptive tactics, and 20% of app promotions are
age-inappropriate. By extending ad scrutiny to iOS, our work aims
to equip stakeholders in the mobile advertising industry—Apple,
ad network companies, developers, and third-party auditors—with
empirical insights and robust tools to better identify, measure, and
mitigate these issues, ultimately contributing to fostering a more
responsible, secure, and user-centric mobile app ecosystem.
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- Security and privacy — Software security engineering.
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1 Introduction

The past decade has witnessed a transformative surge in smart-
phone usage, with global user numbers reaching an astounding
4.88 billion in 2024, signifying that over 60% of the world’s popula-
tion is now connected through smartphones [81]. This remarkable
growth has been fueled by, and in turn has catalyzed, the extensive
evolution of the mobile app ecosystem. The Apple App Store alone
now boasts a vast repertoire of 2 million apps [39]. However, over
95% of these apps are offered free of charge, with this proportion
continuing to grow [17]. At the heart of this trend lies in-app ad-
vertising. While users do not pay to install these apps, developers
can still monetize by displaying advertisements within their apps.
The effectiveness of this strategy is evident in statistics showing
that advertising accounts for 60% of mobile app revenue, surpassing
in-app purchases at 38% [8]. Indeed, advertising has become the
economic backbone of the app ecosystem, with global in-app ad
spending amounting to a staggering 352 billion dollars in 2024 and
showing continuous growth [29].

However, the proliferation of in-app advertising also brings sig-
nificant challenges to the mobile app ecosystem. Of paramount
concern is the inappropriate content of advertisements, partic-
ularly in apps targeting children. Alarmingly, multiple news re-
ports have documented instances where children’s apps on Google
Play displayed sexually suggestive or even pornographic content
through in-app ads [70, 73, 76]. Beyond content issues, security
risks loom large, with the propagation of malware and scam cam-
paigns through in-app ads, compromising user privacy and financial
safety [50, 64, 75]. Compounding these problems is the prevalence
of deceptive or intrusive ads designed to trick users into clicking, ei-
ther to generate additional ad revenue or promote products, further
undermining user trust and experience [52, 64, 92].

In response to these challenges, numerous research efforts have
focused on understanding and detecting such abusive practices in
in-app advertising (e.g., [50, 64, 75, 92, 94]). However, a significant
gap persists in this body of research: an overwhelming focus on An-
droid, while iOS - commanding a substantial 27.6% market share in
global mobile operating systems [33] - remains largely unexplored.
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This can be attributed to two primary factors. Firstly, iOS’s closed-
source nature presents unique technical challenges for app scrutiny.
Secondly, iOS prohibits direct app installation (also referred to
as sideloading) [78], creating a barrier for malware propagation
through in-app ads, as all app promotions must go through the
official app market. This stands in stark contrast to Android, where
malware APK promotion via in-app ads is prevalent [64, 75], partic-
ularly in regions with limited access to the official Google Play store.

However, the absence of direct malware file promotion does not
render iOS immune to other advertising-related issues. Inappropri-
ate ad content and rogue ad practices remain potential threats, as
these originate from advertisers and could theoretically affect both
Android and iOS apps indiscriminately. Interestingly, while several
news reports exist of porn ads in Google Play apps, similar reports
for iOS are scarce, though multiple instances of user complaints
on Apple’s online community, featuring hundreds of users echoing
similar concerns, suggest the problem may not be entirely absent
from iOS (e.g., [3-7]).

To address this critical gap and empirically assess the prevalence
of abusive ad practices in iOS apps at scale, we have developed a
specialized tool, IADAUDITOR, to audit in-app ads against a diverse
range of abusive ad practices we summarized through reviewing
relevant literature and regulatory documents. IADAUDITOR oper-
ates by taking an iOS app as input and automatically executing it
in a controlled environment, while monitoring for ad displays and
simulating user interactions to access advertised content. The tool
then meticulously analyzes the captured network traffic to extract
ad-related content, including ad visuals, redirected web pages, and
app store promotions, for subsequent detection of abusive practices.

We conduct extensive experiments by applying IADAUDITOR
to over 6,000 top-listed iOS apps, providing the first large-scale
empirical assessment of abusive ad practices in the iOS ecosystem.
Our findings reveal concerning patterns: over 3% of ad videos and
images contain explicit content, with rare but alarming cases even
in apps targeted at children (left of Figure 3). Additionally, 20%
of app promotions on the Apple App Store feature age ratings
exceeding that of the original app, potentially exposing young
users to unsuitable material. While Apple’s efforts to prohibit third-
party ads in Kids apps have been largely effective, nearly 3% of
these apps still breach this guideline. Furthermore, 14.9% of in-
app ads are identified as deceptive or disruptive, employing tactics
such as mimicking system notifications or failing to clearly identify
themselves as ads.

These empirical results demonstrate that i0S apps, despite strin-
gent platform controls, still suffer from various abusive ad prac-
tices. By extending ad scrutiny to iOS, our work aims to equip
stakeholders in the mobile advertising industry—Apple, ad network
companies, developers, and third-party auditors—with empirical
insights and robust tools to better identify, measure, and mitigate
these issues, ultimately contributing to fostering a more responsible,
secure, and user-centric mobile app industry.

In conclusion, the major contributions of this work are as follows:

o We present the first initiative to investigate and understand the
prevalence of abusive ad practices within iOS apps.
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e We provide IADAUDITOR, a tool for auditing ads in iOS apps
against abusive practices. We have made IADAUDITOR open-
source at https://github.com/iAdAudit/iAd Auditor to boost future
research and industrial efforts.

e By applying IADAUDITOR to over 6,000 top iOS apps, we present
the first large-scale assessment of abusive ad practices in the iOS
ecosystem, providing empirical evidence and insights into the
prevalence of abusive ad practices in iOS apps.

2 Background
2.1 The Mobile In-app Advertising Ecosystem

To provide essential background, Figure 1 presents a simplistic
overview of the mobile in-app advertising ecosystem, which in-
volves four key participants:

Ad @ Put Ads &

. @ Watch (and Click) Ads
@ Provide Ad SDK for Advertised Content

User

Figure 1: Overview of the In-app Advertising Ecosystem

@ Publish an App
with Ad SDK

o Advertisers, who seek to deliver ads to app users and pay for the
ad delivery;

e App Developers, who integrate ads in their apps for revenue,
typically based on the number of ad displays (also referred to as
ad impressions) and/or ad clicks within their apps [2];

o Ad Networks, who serve as intermediaries between advertisers
and developers. They provide an Ad SDK that developers can eas-
ily integrate into their apps. The Ad SDK handles all necessary
ad activities within the app, including ad delivery and display;

o Users of the app, who consume the ads and receive the advertised
content by viewing (and potentially clicking on) the ads.
Within this ecosystem, in-app ads are generally delivered at app

runtime, utilizing techniques such as real-time bidding [31] to max-

imize revenue for all parties involved. However, this process high-
lights a critical challenge: as in-app ads are placed by advertisers
and distributed through ad networks at runtime, they often elude
the direct oversight of app developers and app stores. This
lack of immediate control creates an environment where abusive ad
practices can potentially proliferate, underscoring the complexity
of maintaining integrity within the in-app advertising ecosystem.

2.2 Potential Abusive Ad Practices in iOS Apps

In this study, we use the term ‘Abusive Ad Practices’ to encompass
a range of problematic behaviors in mobile advertising, including
but not limited to inappropriate ad content, security threats, and
deceptive ad designs. These practices, as introduced in §1, can
significantly undermine user experience, privacy, and safety. This
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section delves deeper into the specific types of abusive ad practices
that could potentially exist in iOS apps.

Through a comprehensive review of relevant laws and regula-
tions (such as COPPA [54] and GDPR [56]), existing literature (e.g.,
[50, 64, 75, 94]), and mainstream app store review guidelines (Ap-
ple [10] and Google Play [1]), we have identified three types of
abusive ad practices that could potentially occur in iOS apps.

e Inappropriate or Restricted Ad Content: This category en-
compasses ad content that violates local administrative policies
or is unsuitable for the app’s content rating. For instance, an app
rated as appropriate for all ages might display ads with explicit
content intended only for adult audiences. The nature of inap-
propriateness can vary based on regional policy differences (e.g.,
[18]) and may include sexual content, hate speech, violence, con-
trolled substances, gambling, etc. [42]. Content inappropriateness
in in-app ads can manifest both within the app (e.g., displaying
inappropriate ad images [51, 94]) and external to the app (e.g., ad
clicks redirecting users to app store pages for adults-only apps).
A recent study [94] revealed the prevalence of such issues in
Google Play apps, with over 10% of examined ads exhibiting inap-
propriateness for children and nearly half of the Google Play app
promotions being age-inappropriate. Content inappropriateness
remains a significant challenge for the mobile ad ecosystem.

— A notable sub-category of this abusive practice relates to one
of Apple’s key protective measures for children: to provide
young users with a safer experience, Apple mandates that
apps in the Kids category must not include third-party
advertising [10]'. Our audit specifically aims to verify com-
pliance with this regulation, assessing the extent to which
developers adhere to this crucial child protection policy.

o Deceptive or Disruptive Ads: This category encompasses in-

app ads that significantly undermine user experience or employ

manipulative tactics to elicit user interaction, often aimed at max-
imizing user engagement or generating undue ad revenue. Such
practices include ads that fail to clearly identify themselves as
ads, ads that employ deceptive design elements to trick users into
unintended interactions, and full-screen ads lacking appropriate
close/skip buttons. Such practices not only violate ethical adver-

tising standards but also infringe upon platform regulations [10].

External Security Threats: While iOS apps typically resist

direct malware file promotion via in-app ads, they remain sus-

ceptible to external security risks. Ad interactions can potentially
redirect users to fraudulent websites or scam campaigns that
operate beyond the confines of the app environment. Extensive
research on Android [50, 64, 75] has highlighted the prevalence
and significance of such external security threats in mobile ad-
vertising, suggesting iOS apps could face comparable challenges.

Notably, a recent study [67] revealed a new form of malware

promotion through in-app ads: rather than direct malware file

downloads, ads promote malicious apps available on Google Play,

Android’s official app store. While a similar threat might exist

in the iOS ecosystem, this vector was not covered in our study

as their work was published after our investigation.

It is crucial to note the boundaries of our study, which focuses
on auditing ads in i0S apps against the aforementioned abusive

'With certain exceptions, which will be discussed in detail in §4.2.2.
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practices. Our research deliberately excludes privacy-related ad-
vertising issues, such as user tracking, identification, and personal
information collection. These topics, being vast and extensively ad-
dressed in existing literature (e.g., [59, 72, 77, 79]), warrant separate,
dedicated studies due to their complexity and scope.

3 Approach

To systematically audit iOS in-app advertisements for abusive prac-
tices at scale, we have implemented IADAUDITOR, a dynamic analy-
sis framework that takes an iOS app installation package as input
and outputs detected abusive ad practices. We opted for a dynamic
analysis-based approach due to the runtime loading nature of in-app
ads, which precludes effective static analysis. Figure 2 illustrates
an overview of TADAUDITOR, which comprises three modules:

l iOS app

Ad Interaction Simulator Ad Traffic Interceptor Abusive Ad Detector

— % - &6 G
o @7 e
Ad Identification Auto Click Capture Ad Contents Cloud Inspection LLM
@ Detection
O\ Result

Figure 2: Overview of IADAUDITOR

e Ad Interaction Simulator: This module is responsible for dy-
namically running the app, monitoring ad loading, and simulating
user interactions with ads to trigger advertised content.

e Ad Traffic Interceptor: This module captures and analyzes
network traffic related to in-app advertising by instrumenting
network APIs on iOS. It differentiates ad-related network traffic
and collects detailed contents during ad delivery, such as ad
images and videos, for subsequent ad abuse analysis.

e Abusive Ad Practice Detector: This module leverages the ad
contents collected from the previous two modules to identify and
classify various abusive ad practices based on predefined criteria
and heuristics, which will be outlined in §3.3.

3.1 Ad Interaction Simulator
This module performs three critical tasks:

o App testing: triggers ad loading through automated app testing.

o Ad widget identification: monitors and identifies ad widgets in
real-time as they load during testing.

o Ad click simulation: simulates user clicks on identified ads to
access advertised content.

These tasks work in concert to facilitate IADAUDITOR’s ad har-
vesting process. While the first and third tasks are relatively straight-
forward, the second presents unique challenges in iOS.

3.1.1 App Testing and Ad Click Simulation. The first task is rela-
tively straightforward, as previous research has shown that simple
automated testing is often sufficient for ad discovery. Static analy-
sis [61] revealed that over 85% of in-app ads are located within the
first two layers of app activities, aligning with developers’ interests.
Dynamic approaches in Android ad auditing studies [50, 64, 94]
have successfully relied on simple testing strategies to harvest ads,
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with some even limiting the testing to opening the app and harvest-
ing ads on the first screen without further interaction. Therefore,
we opt to adopt CydiOS [86], a state-of-the-art off-the-shelf iOS
app testing tool, to facilitate this task.

For the third task, once ad widgets are identified in real-time
(introduced subsequently), simulating a click action is as simple
as executing a touch event at the ad’s coordinates. We modified
CydiOS to achieve this using the Appium testing framework [12].

3.1.2  Ad Widget Identification in iOS. Ad widget identification
is a critical and more challenging task in our framework. Precise
identification is fundamental to valid abusive ad detection, as mis-
classification of app UI elements could lead to false positives. For
instance, legitimate app components might be erroneously flagged
as deceptive ads failing to signal their advertising nature. Moreover,
real-time identification is essential to ensure our automated testing
can interact with ads before navigating away, enabling the collec-
tion of post-click content for comprehensive ad abuse analysis.

Previous approaches to this problem [50, 55, 57, 71] heavily relied
on heuristics based on widget types and sizes, which are prone to
errors due to diverse ad designs. A recent work, AdRambler [94],
proposed a novel and precise approach, identifying ad widgets
based on their fundamental distinction from other UI elements that
ad widgets are implemented by ad SDKs. However, their method,
tailored for Android’s Java-like package structure, is not directly
applicable to i0S. Consequently, we developed a custom solution
for i0S based on this fundamental distinction.

Our ad widget identification process comprises several key steps:

e Ul Hierarchy Extraction: We obtain the UI hierarchy file of
the current device page before each simulated input during dy-
namic app testing. This is achieved by instrumenting iOS’s UIKit
component [48] using Theos [24], a widely-used tool for iOS
system monitoring and modification. The Ul hierarchy file in-
cludes all widgets within the page, along with each widget’s class
name—the class responsible for implementing the view.

e Ad SDK Collection: We reference a list of top ad SDKs em-
ployed in i0S apps [47], as compiled by 42Matters [35], a leading
mobile app intelligence provide frequently sourced by previous
mobile app research (e.g., [60, 68, 69, 95]). This continuously up-
dated list also provides market share data for each SDK, reflecting
their prevalence across the Apple App Store. To ensure a rep-
resentative yet manageable dataset, we focus on SDKs with a
market penetration exceeding 2%. We collect these SDKs from
CocoaPods [15], a widely adopted iOS SDK distribution platform,
yielding a robust dataset of 20 SDKs for our ad widget detection.

o SDK Class Extraction: For each SDK, we statically extract all
its class names using industry-standard tools, accommodating
the two primary types of iOS SDKs: static libraries and dynamic
libraries [41]. For static libraries, we use the nm tool [37] to an-
alyze extracted object files (.0) and then identify class definitions
by recognizing symbols prefixed with °_OBJC_CLASS . In the
case of dynamic libraries, we employ class-dump [23] to extract
header files (.h) and subsequently extract declared class names.
Furthermore, we refine the resulting class list by filtering out non-
SDK-proprietary classes, such as iOS system classes, based on iOS
class naming conventions and string matching. This refinement
ensures our analysis focuses exclusively on SDK-specific classes.
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o Ad Widget Identification: Finally, we determine if a widget
is an ad by checking if its class name in the UI hierarchy file
appears in our extracted ad SDK class name list.

This methodology enables precise ad widget identification while
effectively adapting to iOS’s unique technical landscape. Moreover,
by identifying the ad’s SDK, it facilitates pinpointing which
ad networks deliver abusive ads, enabling accountability and
opening avenues for future mitigation strategies.

3.2 Ad Traffic Interceptor

When the Ad Interaction Simulator is running, we configure the
testing device’s traffic to go through mitmproxy [34], a widely-used
HTTPS proxy, to record and decrypt all network traffic from the
device. This obtained traffic contains ad-related traffic, from which
we can extract multimedia files used for ad display such as images
and videos to check for its appropriateness, and web pages the ads
redirect to, to check if it contains security threats. However, non
ad-related traffic is also included within, such as app’s own traffic or
system traffic, which should be filtered out for a precise ad auditing.

To differentiate ad-related traffic, we instrumented iOS network
APIs to track the origin of network connections, specifically to de-
termine if they originate from ad SDKs, similar to previous works on
Android network analysis such as [64, 97]. This approach is based on
the principle that all in-app ad activities, including ad fetching, are
facilitated by ad SDKs. Our method comprises the following steps:

e Network API Instrumentation: We instrument iOS network
APIs to track the origin of network connections, focusing on the
widely-used i0S NSURLSession [38] APIs—Apple’s standard net-
working framework that is widely adopted in iOS development
and serves as the foundation for popular network libraries like
AFNetworking [21] and Alamofire [22]. This is achieved using
Frida[19], a cross-platform dynamic instrumentation tool com-
monly used in security research. This instrumentation allows us
to obtain the domain name each network API call connects to.

e Call Stack Trace: Next, we trace the call stack of the instru-
mented network API call to determine whether each network
call originate from ad libraries. This process is complicated by
i0S’s Address Space Layout Randomization (ASLR) [43], a secu-
rity feature that randomizes the memory locations of executables
and libraries to protect against memory exploitation attacks. To
overcome ASLR, we extract call stacks from the CPU context and
calculate virtual memory slides to determine actual addresses
relative to module base addresses, allowing us to retrieve module
files, class, and method names initiated the network connection.
By backtracking the obtained stack and cross-referencing with
SDK-specific class lists obtained in §3.1.2, we can identify whether
the connection was initiated by an ad SDK.

o Ad Traffic Identification: Based on the call stack analysis, we
can flag domain names associated with ad-related connections.
This allows us to create a filter that we apply to all traffic recorded
by mitmproxy, thereby effectively isolating ad-related traffic for
subsequent ad abuse analysis.

After obtaining ad-related traffic, we extract detailed ad contents
from the traffic for subsequent ad abuse analysis. These contents
serve as input to our next module and include:
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Table 1: Classification Rule and Detection Method of Abusive Ad Practices

Abuse Type Rule Description Detection
R1.1 Explicit Ad Multimedia Ad multimedia ﬁles may cqntam explicit content inappropri- | Google Cloud V131F)n API [16], coupled with
Type 1: ate for users, especially children manual confirmation

R1.2 Age-Inappropriate App Pro-

Inappropriate Ad Content .
motions

Ads promoting apps beyond the host app’s age group (e.g.,
all-age app promoting adult app)

Comparing age ratings of host and pro-
moted apps from Apple App Store

R1.3 Ads in Kids’ Apps

Apple generally prohibits third-party ads in Kids category
apps to provide young users with a safer experience [10]

Presence of ads detected by IADAUDITOR
indicates rule violation

R2.1 Unclear Ad Identification
Type 2:

Ads should clearly identify themselves to prevent confusion
or unintended clicks

Leveraging Multimodal Large Language

Deceptive or Disruptive Ads | R2.2 Misleading Ad Content

Ads that deceive users into clicking (e.g., fake system notifi-
cations, false prizes)

Models (e.g., GPT-40 [26]), coupled with
manual confirmation

R2.3 Intrusive Full-Screen Ads .
experience

Full-screen ads lacking proper close/skip options disrupt user

Type 3:

External Security Threats R3.1 Malicious Web Pages

In-app ads may promote malicious web pages, such as those
associated with scams or fraud

VirusTotal [49] scanning for maliciousness
detection

o Ad Display Multimedia Files: Ad images and videos extracted
by filtering the content types of ad-related traffic responses.

e Apple App Store Promotion Pages: Pages showcasing apps
promoted by in-app ads, identified through post-ad-click network
connections to itunes.apple.com.

o Advertised Web Pages: Destinations which in-app ads redirect
users to, captured from ad-related traffic following ad clicks.

o Ad Widget Screenshots: Unlike the above, these are not derived
from network traffic. Instead, we extract them by cropping the
device screenshot based on the ad widget’s coordinates within
the UI hierarchy file. This method preserves the ad’s appearance
as seen by users during interaction, which traffic-based ad images
may fail to accurately represent due to segmentation (for exam-
ple, ad creatives and close buttons may be delivered as separate
multimedia files).

3.3 Abusive Ad Practice Detector

This module identifies and classifies the three types of abusive
ad practices introduced in §2.2, utilizing the previously collected
ad contents as input. We have defined seven specific rules across
these three abuse categories. Table 1 provides a overview of each
rule, including its description and a concise explanation of the
corresponding detection method.

The classification of these seven in-app ad practices as abusive is
largely self-evident. Not only have they been identified as problem-
atic by previous research and Google’s regulatory framework, Apple
has also explicitly prohibited them in its app review guidelines [10].
This is particularly noteworthy for R2.1, R2.2, and R2.3, which might
not be as immediately apparent as abusive compared to the others.

The detection methods for these rules need further explanation:

R1.1: To detect explicit content in ad multimedia files, we uti-
lize Google Cloud Vision APT’s SafeSearch Detection Feature [16],
a commercial off-the-shelf solution. This API, widely adopted in
previous Android-focused ad content auditing studies [50, 64, 94],
specializes in identifying explicit content in images and videos.
The API analyzes input multimedia files for several types of ex-
plicitness, including adult (pornographic or sexually suggestive)
and violence. It returns a five-level likelihood scale for each type,
ranging from "very unlikely" to "very likely". Following previous
work, we consider "very likely" and "likely" as positive indicators
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of explicit content. We then manually examine each flagged case to
verify its validity.

While this API is specialized, it is important to note that it
may not detect all possible types of inappropriate ad content (e.g.
those mentioned in §2.2). Nevertheless, we deem it appropriate for
our study as it covers the two major categories of inappropriate-
ness—adult and violence—and is widely accepted in the research
community. Future efforts could enhance this module with more
comprehensive detection capabilities for a broader range of explicit
content types.

R1.2: The age group of apps promoted through in-app ads should
not exceed that of the host app. Otherwise, it risks exposing younger
users to unsuitable content.

R1.3: Apple prohibits third-party ads in Kids apps. As our ap-
proach detects third-party ads delivered through ad networks, any
ads we identify in apps from the kids category automatically violate
this rule.

R2.1-R2.3: We first employ Large Language Models (LLMs) to
identify potential violations, as traditional methods struggle to
effectively analyze the deceptive or disruptive nature of ad wid-
get screenshots. LLMs, representing recent technological advance-
ments with enhanced semantic understanding capabilities, have
been widely adopted across various software engineering and secu-
rity tasks [58, 88]. Their multimodal ability to process image inputs
has also shown promise in understanding app Uls, as demonstrated
in app testing [89, 90] and bug finding [62, 66] tasks. Leveraging this
potential, we apply LLMs to detect these deceptive or disruptive ads.

Table 2 provides a detailed illustration of our prompt methodol-
ogy for identifying deceptive or disruptive ads (R2.1 to R2.3) using
GPT-40 [26]. We implement few-shot learning [82] to enhance LLM
performance by first providing the model with carefully crafted ex-
amples of violating ad screenshots for each rule before conducting
actual assessments. Four classical examples were crafted based on
real-world ads, two of which are included in Table 2. For detection,
we utilize the ad widget screenshots generated by IADAUDITOR to
construct individual abuse identification prompts.A screenshot is
considered potentially abusive if the LLM responds affirmatively
(YES) to any of the assessment questions.

However, given the known propensity of LLMs for hallucination
problems [91], we implemented an additional layer of verification.
All cases initially identified as violations by the LLM were subse-
quently subjected to manual confirmation to ensure the accuracy
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and reliability of our final results. The scalability concern arising
from manual confirmation, together with the impact of potential
false negatives of the detectors, is further discussed in §5.2.

Table 2: An example of our prompt engineering for detecting
deceptive or disruptive ads

Prompt Type ‘ Instantiation
Evaluate images for violations of three guidelines on decep-
Task Description tive or disruptive ads. Learn from provided examples before
assessing the target image.
1. Ads that don’t clearly identify themselves
1 2. Ads that deceive users into clicking (e.g., fake notifications,
Guidelines

false prizes)
3. Full-screen ads lacking proper close/skip options

Example 1:

input: #An ad image with no abusive practice

output:

"1.No. It contains the word "AD" to explain it’s an ad."
"2.No. It doesn’t contains false prizes or fake system notifi-
cations. "

"3.No. The advertisement features a cross symbol in the
top-left corner for closing the image.

Example 2:

input: #Another ad image violating R2.2 and R2.3

output:

"1.No. It contains the word "Advertisement" to explain it’s
an advertisement and also has a Google Ads identifier in
the top right corner in Ad"

"2Yes. It not only contains a fake system notification to
deceive users into clicking, but also features a fake close
button that misleads users into clicking on the ad."

"3Yes. Even though there is an ’x’ in the image, its position
is part of the ad content, not a functional close button."

Example Cases

Example 3 and 4 omitted...

Evaluate if the image violates each of the three guidelines,

Assessment Questions answering YES or NO for each.

R3.1: To detect malicious web pages promoted by in-app ads, we
utilize VirusTotal, a comprehensive online security threat detection
platform [49]. VirusTotal aggregates over 60 renowned antivirus
engines and has gained widespread adoption in the security commu-
nity for detecting threats in both files and URLs (e.g., [53, 74]). We
leverage this robust platform by inputting the URLs of ad-promoted
web pages for analysis to identify its potential security risks.

4 Experiment

4.1 Experiment Setup

Testing Device. Our experiment was conducted on three second-
hand iPhone 8 devices running iOS 14. This choice was motivated
by their affordability and that iOS 14 is one of the newest versions
that can be easily and fully jailbroken [32]. Jailbreaking is crucial
for our study as it provides the necessary administrative rights to
implement key functionalities of IADAUDITOR, such as obtaining
device UI hierarchy for app testing and precise ad widget identifi-
cation (§3.1), and instrumenting iOS network APIs to differentiate
ad-related traffic (§3.2). However, it is important to note that the
requirement for jailbroken devices does not limit IADAUDITOR’s
applicability to older iOS versions only. IADAUDITOR is designed for
both research purposes, as in this study, and for use by Apple and
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third-party auditing authorities, who possess the necessary adminis-
trative access to implement it on the latest devices and iOS versions.
For testing efficiency, we executed each app for a duration of 2
minutes during our experiment, aligning with practices in compara-
ble Android studies [64, 94]. To accommodate ad loading times, we
implemented a 5-second interval between successive action inputs.
Our experiment was conducted in September and August, 2024.
Dataset and Target Region: Our dataset comprises top free
iPhone apps from the Apple App Store, focusing on the United
States and China markets. Our dataset collection was conducted in
September 2024 and involved the following steps for each region:

o Aggregated the current top 200 apps across 23 app categories (all
but the Kids category), totaling 4,600 apps per region.

e Extracted app metadata from the official Apple App Store and
identified third-party advertising presence with Apple’s App
Privacy Disclosure [9].

e Filtered the 4,600 apps to retain only those declared with ad
presence.

e Acquired app installation packages (IPA files) using ipatool [40]
from the official Apple App Store.

Given the importance of auditing abusive ads in children’s apps
and verifying adherence to Apple’s prohibition of ads in Kids apps
(R1.3), we paid particular attention to the Kids category. For this cat-
egory, we aggregated and de-duplicated the top 500 Kids apps on the
App Store for the first day of each month over the past year?. These
apps were included in our dataset without filtering for ad presence,
ensuring a comprehensive analysis of the Kids app landscape.

Table 3 presents an overview of our final dataset composition.

Table 3: Dataset Overview

App Type #US Apps #CN Apps # Total
Top regular apps with ads 2,640 2,075 4,715
Top Kids apps 784 823 1,607
Total Apps 3,424 2,898 6,322

Our experiment focused on apps from the United States and
China, representing two distinct landscapes of mobile app adver-
tising. The U.S. market generally utilizes globally popular ad net-
works [35] like Google’s AdMob [25], while China’s app ecosystem,
characterized by its vast scale and limited access to Google services,
has fostered a unique in-app advertising environment with different
trending ad networks and companies [27]. We selected these two
regions for their representativeness, aiming to demonstrate IADAU-
DITOR’s effectiveness while gaining initial insights into abusive ad
practices in iOS apps across diverse markets.

The decision to limit our study to these two regions was influ-
enced by several factors: the substantial number of apps required
for a comprehensive understanding of each region, our limited fa-
miliarity with ad networks in other regions (which could lead to
suboptimal ad identification), and our goal, as the first study on
iOS abusive ad practices, to provide a thorough understanding of a
few regions rather than a broad but shallow cross-regional analysis,
which we believe warrants separate, dedicated research efforts.

2Collected from Qimai [13], a reputable third-party App Store Optimization (ASO)
website widely adopted as data source in mobile app research (e.g., [80, 84, 85, 96]).
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4.2 Results

4.2.1 Overall Ad Presence. After applying IADAUDITOR across all
6,322 apps in our dataset, 994 apps were identified with in-app
ads, including 44 Kids apps. Specifically, IADAUDITOR detected
ad presence in 20.15% (950/4,715) of top regular apps and 2.73%
(44/1,607) of top Kids apps. Interestingly, despite all top regular
apps declaring ad presence in their App Store’s Privacy Disclosures,
IADAUDITOR could only confirm ads in 20% of these apps. This
discrepancy can be attributed to several factors. Many top-listed
apps require user registration and sign-in before granting access to
their main functionality and displaying ads. The diverse and often
complex user interactions required for these authentication pro-
cesses pose significant challenges for automated testing to achieve.
Furthermore, automatic dynamic testing often struggles to achieve
comprehensive coverage, unable to reach every app page within the
brief testing period allocated for each app. Additionally, some apps
may falsely claim ad presence that cannot be triggered even after
extended manual testing, possibly as a strategy to appear compre-
hensively declared and avoid potential scrutiny. These challenges
are inherent to dynamic testing techniques, and have also been high-
lighted in previous Android ad auditing studies [50, 64, 94] who
reported detection rate of 4%, 21.51%, and 35.88%. Our detection
rate of 20.15% is comparable to [64]’s 21.51% but lower than [94]’s
35.88%, primarily due to our focus on top-tier apps that necessitate
user authentication to access their full functionality more often,
while both [64] and [94] selected ad-containing apps randomly>.

Despite these constraints which may potentially lead to an un-
derestimation of abusive ads’ presence, our analysis successfully
collected a substantial corpus of ad data from 16 distinct widely-
adopted ad networks (whose distribution among apps across both
regions are shown in Table 4), providing a robust foundation for
understanding the landscape of abusive ad practices in i0S apps.
We also conducted a focused evaluation to assess IADAUDITOR’S
efficacy in accurately identifying triggered ads and their associated
content, as detailed in §4.2.4.

As delineated in §3.2, our ad data collection process yielded:

e 1,630 ad widget screenshots,

e 4,880 multimedia files for ad display (comprising 3,826 ad images
and 1,054 videos),

® 2,382 app promotions redirecting to the Apple App Store,

e 556 advertised web pages.

The quantity of ad multimedia files significantly exceeds the
number of ad widgets. This discrepancy stems from two factors:
firstly, a single ad may require multiple, segmented multimedia files,
and secondly, an app may preload multiple ads, some of which may
not yet be rendered within the app interface. Similarly, the count of
app promotions surpasses that of ad widgets. This is attributed to
our ability to analyze ad loading traffic, which reveals information
about promoted apps even before the ads are displayed. However,
this approach cannot be applied to advertised web pages, as ac-
cessing their final landing pages necessitates actual redirections—a
process only triggered by active ad interactions.

3Chen et al. [50] did not filter for ad-containing apps while the other two studies
filtered for apps claiming to contain ads similar to ours.
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Table 4: Distribution of the 16 Ad Network SDKs and their
Corresponding Parent Companies

SDK Company Total (CN) Total (US) Total
Admob Google 284 (46.41%) 332 (86.91%) 616
Pangle (CN) ByteDance 311 (50.82%) 10 (2.62%) 321
GDTMobSDK Tencent 283 (46.24%) 6(1.57%) 289
KSAdSDK Kuaishou 171 (27.94%) 14 (3.66%) 185
AppLovin AppLovin 37 (6.05%) 127 (33.25%) 164
FBAudienceNetwork  Meta 18 (2.94%) 91 (23.82%) 109
IronSource IronSource 15 (2.45%) 70 (18.32%) 85
UnityAds Unity 11(1.80%) 61 (15.97%) 72
MintegralAd Mintegral 23 (3.76%) 47 (12.30%) 70
BaiduMobAdSDK Baidu 69 (11.27%) 1(0.26%) 70
Pangle (Global) ByteDance 17 (2.78%) 40 (10.47%) 57
DTexchange Digital Turbine 9(1.47%) 38 (9.95%) 47
VungleSDK Digital Turbine 4(0.65%) 27 (7.07%) 31
ChartboostSDK Chartboost 1(0.16%) 11 (2.88%) 12
AdColony Digital Turbine 1(0.16%) 9 (2.36%) 10
Tapjoy Digital Turbine 2(0.33%) 9(2.36%) 11
Total apps with ads 612 382 994

Note: Percentages may exceed 100% as some apps utilize multiple ad SDKs.

For each collected item, IADAUDITOR has meticulously tagged it
with the corresponding ad SDK, enabling precise attribution to spe-
cific ad networks. This tagging not only enhances our ability to pin-
point responsibility for abusive practices but also provides valuable
data for future mitigation strategies and policy recommendations.

Table 5: Prevalence of Ad Abuse Types and Top Three Con-
tributing Ad Network Companies

Abuse Rule Abuse Rate Rank 1 Rank 2 Rank 3
R1.1 168 (3.42%)  AppLovin (45) Bytedance (44)  Google (33)
R1.2 503 (21.1%)  Google (420)  Applovin (18) Bytedance (13)
R1.3 44 (2.7%) Bytedance (13)  Tencent (12) Baidu (10)
R2.1 92 (5.6%) Google (43)  Bytedance (28)  Tencent (16)
R2.2 71 (4.4%) Google (24) Tencent (23)  Bytedance (16)
R2.3 143 (24.9%) Google (67)  Bytedance (22)  Tencent (16)

4.2.2  Prevalence of Abusive Ad Practices. Table 5 presents the num-
ber and percentage of each type of abusive practice outlined in §3.3,
along with the three ad network companies contributing most to
each violation type. Below we analyze the occurrence and distribu-
tion of these abusive ad practices across different categories.

R1.1 Explicit Ad Multimedia. As delineated in §3.3, we em-
ployed the widely adopted Google SafeSearch API for the detection
of explicit ad multimedia. Among the 4,880 ad multimedia files, 220
(4.51%) were identified as abusive by the Google SafeSearch APL
After manual review, 168 (3.44%) were confirmed to be abusive.
Specifically, 1 image and 4 videos were identified with violent con-
tent, while 102 images and 66 videos were identified with adult or
sexually suggestive content. They originated from 7 distinct SDKs,
with Applovin (26.8%), Bytedance (26.2%), and AdMob (19.6%) being
the most prevalent.

Among the identified abusive ad materials, 6 items (3 videos
and 3 images) were from Kids apps. One particularly concern-
ing example involves a U.S. Kids gaming app [36], designed for
children aged 6 to 8, which was serving a sexually suggestive video
ad through the AdMob SDK. This ad, promoting a TV casting app,
employed highly inappropriate content for its target audience. The
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video ad in question suggests that the promoted app enables users
to "see through" others’ clothing (as illustrated in the left image of
Figure 3), a claim illustrated through depictions of several young
women. This content not only misrepresents the app’s actual func-
tionality but also presents material wholly unsuitable for children.
We have made the full video ad available on our website [28]. This
case exemplifies the critical need for more stringent ad content
auditing, especially in apps targeted at young, vulnerable users.

The Dofu App

will appear after 5s|

The phone is almost paralyzed?
It must be caused by junk files!

To clean up

Figure 3: Examples of Abusive Ads

R1.2 Age-Inappropriate App Promotions. IADAUDITOR iden-
tified a total of 2,382 app promotions where in-app ads redirect the
user to the respective Apple App Store page. By comparing the age
ratings of the app the host the ad, and the app being promoted,
we uncovered a significant prevalence of age-inappropriate promo-
tions. Specifically, 503 (21.1%) app promotions were found to be
age-inappropriate, where the promoted app’s age rating exceeded
that of the host app, with 420 of these instances from AdMob, ac-
counting for 83.5%. Among apps with app-promotion ads, 12 apps
were from the Kids category, where 6 apps were promoting
apps with higher age ratings than their own. One noteworthy case
involved a gaming app designed for children over four years old.
This app was promoting a game rated for ages nine and up [11],
utilizing the AdMob SDK. According to the Apple App Store’s of-
ficial description, the promoted game may contain occasional or
mild adult or suggestive themes.

This finding underscores a concerning trend in iOS advertising,
where age-appropriate content boundaries are frequently trans-
gressed, potentially exposing young users to inappropriate material.

R1.3 Ads in Kids’ Apps. Among the 1,607 top Kids apps ex-
amined (as shown in Table 3), 44 (2.74%) were found to display
ads. Apple mandates that Kids apps are generally prohibited from
displaying ads. However, this rule allows for an exception: ads from
networks that publicly claim to use human review for ad content
appropriateness are permitted [10]. Of these 44 Kids apps display-
ing ads, 35 are Chinese and 9 are American. The ads are served
through four distinct ad SDKs, provided by ByteDance (13 apps),
Tencent (12), Baidu (10), and Google (9), respectively, with the first
three being prominent Chinese tech giants. Upon careful review of
these ad networks’ policies and guidelines [14, 20, 30, 46], we found
that none of them publicly declared the use of human review
for ad content appropriateness. Notably, Tencent and Baidu appear
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to lack any guidelines on how developers can prevent serving inap-
propriate ads to children. ByteDance [45] and Google AdMob [44],
on the other hand, allow app developers to set ad content ratings
that align with the user’s age. However, neither explicitly states
the use of human review for ad content appropriateness, likely due
to the substantial resources such a process would require.

These findings present a nuanced picture of Apple’s efforts
to protect children from potentially harmful ad content. On one
hand, the specific prohibition appears to be relatively effective, with
only 2.74% of the examined top Kids apps breaching this regulation.
However, the existence of even a few cases of non-compliance is
cause for concern. The fact that some apps continue to serve ads
in violation of Apple’s guidelines indicates that there are gaps
in the enforcement mechanism. Moreover, it is particularly
worrisome that none of the adopted SDKs seem capable of fully
meeting Apple’s stringent requirements for child-safe advertising.
This situation underscores the ongoing challenges in maintaining
a safe digital environment for children.

R2.1 Unclear Ad Identification. From the 1,630 ad widget
screenshots directly cropped from app screens, GPT-4o flagged 217
as potentially lacking clear advertising identification. Upon manual
verification, 92 (5.6%, 92/1,630) of these ads were confirmed to
indeed lack any form of ad identification. The majority of these
ads were traced back to two prominent ad networks: Google AdMob
(43 instances) and ByteDance (28). Further analysis revealed that 41
of these confirmed ads were banner ads, while 51 were interstitial
or full-screen ads. The latter category is particularly concerning
as these ad formats can interrupt or block user experience, and
their lack of clear identification exacerbates this issue.

The discrepancy between GPT-40’s initial identification and man-
ual confirmation can be attributed to the inherent limitations of
LLM’s image recognition capabilities. These models often struggle
with distinguishing text in low resolution or low contrast scenarios,
as well as identifying very small text elements.

R2.2 Misleading Ad Content. GPT-4o identified 92 ad wid-
get screenshots as misleading, of which 71 (4.4%, 71/1,630) were
manually confirmed as true positives. Among these 71 confirmed
cases, 24 originated from Google, 23 from Tencent, and 16 from
ByteDance. The relatively low false positive rate of GPT-40 can
be attributed to the often overt nature of misleading patterns in
these ads. Our manual confirmation process also revealed two pre-
dominant categories of misleading ads. The first category involves
ads that deceptively imitate system notifications to induce user
interaction. A prevalent example is a deceptive full-screen ads, as
shown in the right of Figure 3. This ad mimics an iOS system alert,
falsely claiming that the phone is nearly paralyzed due to junk
files. It aims to trick users into clicking a "clean up" button, which
actually promotes a cleaning app. Morevoer, the ad cleverly fea-
tures a fake close button within the ad (marked in the red box),
which actually redirects to the ad’s page when clicked. The second
category encompasses ads that falsely promise benefits to users.
Common tactics include offering illusory "red envelopes" (a Chi-
nese cultural reference to monetary gifts) or promoting deceptive
opportunities to access movies or content for free. These misleading
practices exploit user trust and familiarity with system interfaces or
leverage the allure of free offerings to generate clicks. Such tactics
potentially lead to unintended app installations or expose users to
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further deceptive content, undermining the integrity of the mobile
advertising ecosystem and harming user experience.

R2.3 Intrusive Full-Screen Ads. Of the 1,630 ad widget screen-
shots, 575 were as full-screen ads. GPT-4o initially flagged 196 of
these as potentially intrusive, with subsequent manual verification
confirming 143 (24.9%, 143/575) as true positives. Notably, the
majority of these intrusive ads were served by two dominant ad
networks: Google AdMob (67) and ByteDance (22). Further exami-
nation revealed a common manipulative tactic employed in these
intrusive ads: the intentional delay in displaying close or skip but-
tons. As shown in the right of Figure 3, its genuine skip button will
only appears on the top right corner of the screen after the ad has
been displayed for a while. This strategy effectively forces users to
view the ad content for a predetermined period before providing
an option to exit. While the majority of these ads imposed viewing
durations of less than 10 seconds, a particularly concerning sub-
set of ads from ByteDance (13 instances) required users to endure
a full 60 seconds of ad content before offering any means of clo-
sure. This practice of deliberately delaying exit options not only
infringes upon user autonomy but also significantly disrupts the
user experience.

In aggregate, our analysis of the 1,630 ad widget screen-
shots revealed that 243 (14.9%) exhibited at least one violation
across the categories R2.1to R2.3. This substantial proportion un-
derscores the pervasive nature of problematic advertising practices
within the iOS app ecosystem. Such a finding not only highlights
the need for more rigorous ad content regulation but also calls for
more transparent and user-centric ad design.

R3.1 Malicious Web Pages. Our analysis of 556 web pages
advertised through in-app ads yielded intriguing results. VirusTotal
flagged only 12 URLs as potentially malicious, with each flagged
by merely one or two antivirus engines out of over 60. Such low
detection rates typically suggest a high likelihood of false posi-
tives. Indeed, our subsequent manual inspection confirmed that
all 12 cases were, in fact, false positives. These findings indi-
cate that the iOS in-app advertising ecosystem has implemented
effective measures to protect users from external security threats.
This stands in stark contrast to several Android studies [50, 64, 71]
published over four years ago, which reported frequent occurrences
of malicious web pages and scam campaigns in Android in-app ads.
This discrepancy could be attributed to two potential factors: ei-
ther the mobile ad ecosystem has improved significantly overall in
recent years, or iOS has independently achieved superior security
in this domain. Determining the precise reason would necessitate
a comparative analysis across both platforms, which presents an
intriguing avenue for future research.

4.2.3 Comparative Analysis between Two Regions. Our analysis re-
veals that abusive ad practices exist in both the Chinese and U.S. app
markets, albeit with varying prevalence across different categories.
The Chinese market showed a lower violation rate compared to the
U.S. market in terms of R1.1 (2.56% to 6.14%) and R1.2 (18.87% to
23.56%), and a much higher violation rate for R1.3 (4.25% to 1.15%).
For R2.1-R2.3 (Deceptive or Disruptive Ads), the Chinese market
accounted for over 70% of the 243 total violations (172). Notably, it
had a disproportionately high share of misleading ad content (R2.2),
constituting 88.7% (63 cases) of violations in this category. While
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the prevalence of abusive ad practices fluctuates between categories
and regions, their persistent presence across both markets is evi-
dent. This underscores the necessity for continued vigilance and
enhanced regulatory measures within the global app ecosystem.

4.2.4  Evaluation of IADAUDITOR’s Effectiveness. This subsection
evaluates IADAUDITOR’s capability to accurately identify ads dur-
ing app execution and comprehensively collect ad-related content.
We sampled 20 apps for evaluation: 10 identified by IADAUDITOR as
containing ads and 10 where IADAUDITOR did not detect ads during
testing. For the 10 apps identified with ads, we detected 17 ads, 37
ad multimedia files (32 images and 5 videos), 18 app promotions,
and 4 advertised web pages. Our manual verification of all explored
app pages and captured network traffic confirmed that IADAUDITOR
precisely identified all 17 ads displayed during automated testing.
Regarding detailed content, only 2 videos were falsely classified as
ad-related, with no false negatives. This misclassification stemmed
from the app and ad SDK downloading resources from the same do-
main (*.googlevideo.com), leading to an erroneous categorization of
app traffic as ad traffic. Given the rarity of such occurrences in our
broader manual checks, this minor overclassification is acceptable
to ensure comprehensive capture of ad media traffic. Our manual
review of the testing sessions for the 10 apps where IADAUDITOR
did not detect ads confirmed that no ads actually appeared during
these sessions. However, it is important to note that this does not
necessarily mean these apps are completely ad-free, but rather that
no ads were triggered during our limited testing period. While this
small-scale experiment demonstrates IADAUDITOR’s effectiveness
in identifying ads and ad-related content when they appear, our
tool still faces limitations common to dynamic analysis techniques,
as detailed in §4.2.1. These limitations primarily affect IADAUDI-
TOR’s ability to trigger ad displays initially. We further discuss this
constraint in §5.3.

5 Discussion

5.1 Implications and Mitigation Strategies

Our study reveals that iOS apps are also not immune to abusive
ad practices. Given that third-party advertising plays a crucial role
in the mobile app ecosystem, yet remain beyond the full control
of both app developers and app stores, combating these abusive
practices necessitates a collective effort from all stakeholders.

For app stores, implementing periodic checks for abusive ad prac-
tices using techniques similar to IADAUDITOR should be considered
as part of their quality assurance process. The ad SDK identification
capability of IADAUDITOR enables app stores to hold ad networks
accountable. Ad networks, being at the nexus of this ecosystem,
bear a significant responsibility. They should proactively imple-
ment robust mechanisms to prevent the serving of abusive ads at
the source. This could involve more stringent vetting processes for
advertisers and real-time monitoring of ad content and behavior.
App developers, while often not directly responsible for ad content,
also play a crucial role in this ecosystem. They should exercise
discretion in choosing ad SDKs, prioritizing those with strong track
records of ethical practices. Additionally, developers should actively
monitor the behavior of ads within their apps and be prepared to
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switch providers if abusive practices are detected. Furthermore, reg-
ulatory bodies and industry associations could play a pivotal role by
establishing and enforcing standards for ethical mobile advertising.
This could include guidelines for ad content and experience, as well
as mechanisms for reporting and addressing violations.
Ultimately, mitigating abusive ad practices in iOS apps requires
a multi-faceted effort involving technological solutions, policy
changes, and increased awareness among all participants in the
mobile advertising ecosystem. By fostering a culture of responsibil-
ity and user-centric design, the industry can work towards a more
trustworthy and sustainable mobile app environment.

5.2 Discussion on Detector’s FPs and FNs

The detectors employed in IADAUDITOR, namely Google SafeSearch
API, LLM, and VirusTotal, each carry inherent risks of inaccuracy,
potentially introducing false positives (FPs) and false negatives
(FNs) to IADAUDITOR s results. To mitigate FPs, we implement man-
ual verification for all positive cases, as detailed in §3.3 and §4.2.2.
While this may raise scalability concerns, the verification scope is
limited to positive cases only: 220 ad images for explicit content
(R1.1), approximately 500 ad screenshots for deceptive practices
(R2.1-R2.3), and 12 potentially malicious URLs. As violations are
often obvious to human reviewers once judging standards are estab-
lished, this verification only requires two persons for independent
judging and dispute resolution, plus a third person for final ver-
ification - in approximately one day’s work. This manual effort
is considerably modest for vetting abusive ads across over 6,000
apps. Future practitioners can adjust the thoroughness-efficiency
balance by modifying detector configurations. For instance, prompt
engineering can be adjusted for harsher or looser initial exami-
nation, and stricter or more lenient detectors can be adopted for
explicit multimedia and malicious URL detection. More advanced
and comprehensive detection solutions can also be integrated as
they become available.

For FNs, while we acknowledge that they may lead to under-
estimating abuse prevalence, their impact on our tool’s primary
purpose—facilitating ad network accountability—is limited. Since ad
networks repeatedly serve ads across many apps, abusive practices
would still be consistently observable in large-scale measurements
despite some FNs. This enables auditors to identify problematic pat-
terns at network level rather than focusing on individual instances.

5.3 Other Limitations and Future Work

Our study is subject to several limitations that warrant acknowl-
edgment, while providing avenues for future research. As detailed
in §4.2.1, IADAUDITOR faces inherent limitations typical of dynamic
testing, such as limited testing coverage and the inability to auto-
mate registration and login processes, potentially underrepresent-
ing the prevalence of ads in apps. However, recent advancements
in large language models show promise in mitigating these con-
straints. Future work could explore integrating these models, as
demonstrated in recent applications [65, 83], to enhance IADAUDI-
TOR’s ad harvesting capabilities.

Ads served within the app can vary based on numerous factors,
including time of access, user location, and network environment.

500

Tianming Liu et al.

Future work could leverage IADAUDITOR to perform multiple it-
erations under diverse conditions, offering a more comprehensive
view of ad behavior variability.

While our study focused on two representative regions, a truly
global understanding of abusive ad practices necessitates broader
geographic coverage. Future work should extend this research to
more regions, enabling deeper insights into how cultural, economic,
and regulatory factors influence abusive ad practices.

6 Related Work

Mobile Ad Auditing. Our study represents the first investigation
into abusive ad practices within iOS apps. While this specific do-
main remains unexplored, extensive research has been conducted
on similar practices in Android apps, providing valuable context
and methodological insights for our work.

Several seminal studies [50, 64, 67, 71, 94] have conducted large-
scale ad auditing in the Android ecosystem, examining a range
of mobile advertising security threats. These investigations have
uncovered various malicious practices, including click fraud, scam
campaigns, malware propagation, and age appropriateness, high-
lighting the pervasive nature of ad-related threats in mobile plat-
forms. Notably, a recent study [67] uncovered a novel threat vector:
malware distribution through in-app ads that promote malicious
apps on Google Play. While this threat vector was not investigated
in our current study, similar risks could exist in the i0S ecosystem,
warranting future investigation.

Furthermore, a number of studies [52, 55, 63, 87, 92, 93] have
focused on comprehending and detecting aggressive, deceptive, or
intrusive advertising practices in Android apps. For instance, Cheng
et al. [52] examined deceptive ads that exploit the Chinese tradition
of "red envelope" using CV-based techniques.

While these Android-focused studies have provided invaluable
insights and inspired our approach, our work complements this
existing body of knowledge by extending the investigation to the
i0S ecosystem. By doing so, we not only fill a critical gap but also
enable comparative analyses between the two dominant mobile
platforms, potentially uncovering platform-specific vulnerabilities
and informing more comprehensive mobile ad security strategies.

7 Conclusion

This study provides the first comprehensive analysis of abusive ad
practices in i0S apps, revealing significant challenges across various
categories. Our findings demonstrate that despite Apple’s stringent
controls, iOS apps are not immune to inappropriate content and
deceptive tactics in in-app advertising. By developing IADAUDITOR
and conducting a large-scale analysis, we offer valuable insights and
tools for the ecosystem stakeholders to better identify, measure, and
mitigate these issues. Our work lays the foundation for improved ad
regulation and user protection in the iOS ecosystem, contributing
to a more responsible and secure mobile app environment.
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