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ABSTRACT

The integration of Large Language Models (LLMs) into edge devices

such as smartphones represents a significant leap in mobile tech-

nology, promising enhanced user experiences and novel functional-

ities. This paper presents a first look at LLM-powered smartphones,

addressing four key aspects: the current market landscape, core

functions enabled by integrated LLMs, potential security risks, and

user perceptions. The findings reveal a rapidly evolving market

with major manufacturers competing to integrate LLMs, innovative

features that improve user interaction, significant security chal-

lenges, and mixed user perceptions that balance enthusiasm for

new capabilities with privacy concerns. This study contributes to

understanding LLM integration in mobile devices and its impli-

cations for users, manufacturers, and the broader technological

landscape.
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1 INTRODUCTION

The rapid evolution of artificial intelligence (AI) has profoundly

transformed numerous sectors, with large language models (LLMs)

emerging as a pivotal advancement. These models, distinguished

by their vast parameter counts and extensive training in diverse
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datasets, have demonstrated unprecedented capabilities in under-

standing and generating human language [15]. Consequently, LLMs

have found wide-ranging applications across multiple domains,

from sophisticated natural language processing (NLP) tasks to real-

time language translation and creative content generation.

In recent years, the integration of LLMs into consumer elec-

tronics, particularly smartphones, has gained considerable traction.

Smartphones, being ubiquitous personal devices, serve as an ideal

platform for taking advantage of the capabilities of LLM to enhance

the user experience. The incorporation of LLMs into smartphones

promises to revolutionize the way users interact with their devices

by enabling more intuitive, context-aware, and intelligent function-

alities. Leading smartphone manufacturers, including Apple [3, 4],

Samsung [35], HONOR [14], OPPO [22, 30], vivo [40], etc., have

already unveiled products or strategic plans that incorporate LLMs,

signaling a new era in mobile technology.

The advent of LLM-powered smartphones is a convergence of

advancements in AI, mobile computing, and communication tech-

nologies. This integration is driven by several factors: (1) Increased

Computational Power. Modern smartphones are equipped with

powerful processors and advanced hardware, capable of handling

the intensive computations required by LLMs. This computational

capability is further augmented by cloud-based AI services, allow-

ing for seamless integration of sophisticated language models. (2)

Enhanced User Experience [41]. LLMs enhance user interaction

through improved natural language understanding and genera-

tion. Features such as voice assistants [25], real-time translation,

personalized recommendations, and context-aware responses are

significantly enhanced by the deployment of LLMs. (3) Growing

Demand for Smart Features. Users increasingly demand smarter

and more intuitive features from their smartphones. The ability

of LLMs to provide nuanced and contextually relevant interac-

tions meets this demand, driving the adoption of LLM-powered

applications. (4)Competitive Differentiation. Smartphone manu-

facturers are leveraging LLMs as a differentiating factor in a highly

competitivemarket. The integration of advanced AI capabilities into

smartphones is becoming a key selling point, influencing consumer

choice and driving industry innovation.

Despite their promising potential, the deployment of LLMs in

smartphones presents several significant challenges. These include
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concerns related to privacy and data security, the substantial com-

putational resources required to run LLMs efficiently, and the neces-

sity for continual updates and improvements to maintain optimal

performance and relevance. In light of these considerations, we

present the first comprehensive overview of the current state of

LLM-powered smartphones, offering a pioneering examination of

this emerging technology. By examining the technological, mar-

ket, and societal implications, this research seeks to contribute

to a deeper understanding of the rapidly evolving landscape of

AI-driven mobile technology.

In this paper, we aim to address four research questions (RQs):

• RQ1:What is the current landscape of LLM-powered smart-

phones? This RQ investigates the current landscape of LLM inte-

gration in smartphones, exploring market dynamics, cloud-edge

deployment strategies, and the status of on-device implementa-

tions.

• RQ2: What are the key functions of integrated LLMs in

smartphones? This RQ explores key LLM-powered smartphone

features, including object elimination, audio summarization, voice

assistant, multimodal generation (image and video), image search,

and AI-enhanced photography.

• RQ3: What are the potential security risks associated with

LLM-powered smartphones? We conducted a vulnerability

assessment to identify potential weaknesses in these systems.

This investigation included an analysis of possible attack vectors

and methodologies that malicious actors might exploit. We also

proposed and evaluated mitigation strategies to enhance the

security of these advanced devices.

• RQ4:Howdousers perceive and interactwith LLM-powered

smartphones? We conducted interviews with users of LLM-

powered smartphones to assess their satisfaction. Our study iden-

tified key concerns, focusing on privacy and data security issues.

This user-centric approach aims to highlight areas for improve-

ment and address potential barriers to the widespread adoption

of LLM technology on smartphones.

2 RQ1: CURRENT LANDSCAPE OF
LLM-POWERED SMARTPHONES

2.1 Current Market Landscape

In the rapidly evolving landscape of smartphone technology, major

manufacturers are increasingly positioning themselves as pioneers

in the integration of LLMs into their devices. The competitive pres-

sure among these companies has led to a proliferation of marketing

strategies that emphasize AI capabilities as a key selling point. With

slogans highlighting the AI-powered nature of their smartphones,

manufacturers are not only aiming to capture consumer interest

but also to establish a technological edge in a saturated market.

The integration of AI functionalities in smartphones is becoming

increasingly comprehensive. Initially, AI capabilities were primar-

ily cloud-based, relying on server-side processing to execute com-

plex tasks. This approach allowed for the deployment of powerful

LLMs without the constraints of limited on-device computational

resources. However, as the demand for faster, more secure, and

offline-capable AI operations has grown, there has been a signif-

icant shift towards integrating these functionalities at the device

level, often referred to as on-device or edge AI [36].

A key enabler of this transition is the evolution of System-on-

Chip (SoC) technology [34]. Modern smartphone SoCs are now

being designed with dedicated AI accelerators [19], enabling

them to perform machine learning tasks directly on the device.

This not only enhances the performance of AI applications but

also reduces latency and improves privacy by minimizing the need

for data transmission to the cloud. In some cases, the ability of an

SoC to efficiently run LLMs is becoming a central criterion for its

marketability. Chipmakers like Cambricon Technologies [5] are

increasingly promoting their products based on their ability to sup-

port specific LLMs. Alongside advancements in SoC technology,

smartphone manufacturers such as Apple [4, 26] are also

updating their operating systems to better accommodate the

demands of LLMs. These updates often include optimizations

for AI processing, enhancements in resource management, and

improvements in system architecture to support the increased com-

putational load imposed by LLMs. By aligning the capabilities of

both hardware and software, manufacturers are creating more ro-

bust platforms that can effectively harness the power of LLMs,

further solidifying the role of AI as a central feature in modern

smartphones. Table 1 shows some of the models currently released

on the device side by various manufacturers.

Table 1: Overview of Some On-device LLM Models Released

by Smartphone Manufacturers

Model Name Model Size Related Operating System

Google Gemini Nano 1.8B/3.25B Android OS

AndesGPT 7B ColorOS

BlueLM 1B/7B OriginOS

Magic LM 7B MagicOS

OpenELM 0.27B/0.45B/1.1B/3B macOS/iOS

AFM-on-device 3B iOS

MiLM 1.3B/6B Xiaomi HyperOS

This shift reflects a broader market trend where AI capabili-

ties may gradually transition from being viewed as ancillary fea-

tures to becoming core components of the smartphone experience.

This trend is slowly reshaping the fundamental definition of smart-

phones and user expectations. As manufacturers continue to push

the boundaries of what is possible with LLMs, the integration of

these models at both the cloud and device levels is expected to

become even more sophisticated, driving further innovation and

competition in the industry.

2.2 Cloud-Edge Collaboration in LLM
Deployment on Smartphones

There is an increasing trend among manufacturers to adopt a hy-

brid approach, leveraging both cloud-based and on-device LLMs

in tandem [4, 33] as shown in Figure 1. This strategy is driven by

the need to balance performance, resource constraints, and user

experience, and it reflects a nuanced understanding of the diverse

scenarios in which LLMs are employed.

One of the primary reasons for this hybrid approach is the vary-

ing complexity of tasks that LLMs are expected to handle. For

simpler tasks that do not require the computational power of large-

scale models, on-device LLMs can efficiently perform the necessary

operations. These models, optimized for edge deployment [22, 23],
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Figure 1: Cloud-Edge Collaboration in LLM Deployment

are capable of providing fast, real-time responses without consum-

ing excessive computational resources. However, more complex

scenarios, which demand the nuanced understanding and process-

ing power of larger models, often exceed the capabilities of current

on-device hardware. In these cases, cloud-based LLMs are utilized

to deliver the necessary performance, ensuring that users can ac-

cess advanced AI functionalities without being constrained by the

limitations of their devices.

The second advantage of deploying LLMs on the device itself is

the reduction of dependency on network connectivity. On-device

models enable users to access AI features in offline or low-bandwidth

environments, enhancing the overall usability and convenience of

the smartphone. This is particularly important for functionalities

that users may need to access instantly, without the delay associated

with cloud communication. By ensuring that certain AI operations

can be performed locally, manufacturers are able to deliver a more

seamless and responsive user experience.

Finally, the hybrid deployment of LLMs addresses emerging

concerns related to data privacy. As smartphones become more

integrated into the personal lives of users, the data they handle

becomes increasingly sensitive. On-device LLMs offer a solution

by allowing data to be processed locally, without the need to

transmit personal information to the cloud. This local process-

ing capability can significantly mitigate privacy risks, providing

users with greater control over their data and reducing the potential

for unauthorized access or data breaches.

Table 2: Usage of Cloud-based or On-device LLMs in Selected

Smartphone Models

Phone Models On-device Deployment Cloud-based Deployment

Pixel 9 Pro � �

OPPO Find X7 � �

vivo X100 � �

HONOR Magic 6 � �

HUAWEI Pura 70 - �

OnePlus 12 - �

Xiaomi 14 � �

Samsung Galaxy S24 � �

realme GT 5 Pro - �

MEIZU 21 Pro - �
iPhone 16 ◦(Awaiting update) ◦(Awaiting update)

Examination of LLM-powered Smartphones. We evaluate the

implementation and performance of LLMs in smartphones across

three critical dimensions. These dimensions provide a comprehen-

sive understanding of how effectively LLMs are integrated into

modern devices, offering insights into both the official claims made

by manufacturers and the practical realities of LLM functionality.

(1) Official Announcements and Documentation. We begin by

examining the official announcements, press releases, and techni-

cal documentation provided by smartphone manufacturers. This

analysis focuses on the claims made regarding LLM capabilities,

including the scope of their functionality, the intended use cases,

and any details related to the underlying technology. By scruti-

nizing these sources, we aim to understand the manufacturers’

positioning of their LLM-powered features and assess the credi-

bility and completeness of the information provided. (2) Support

for Offline LLM Functionality [41]. The second dimension of

our analysis investigates whether the LLM functionalities within

these smartphones are capable of operating offline. This includes

testing the availability and performance of key AI features when

network connectivity is absent or limited. The ability to use LLMs

without relying on cloud-based resources is a significant advan-

tage, as it enhances user experience by providing uninterrupted

access to AI-powered services, regardless of network conditions. (3)

Reverse Engineering Analysis. In the third dimension, we con-

duct a detailed reverse engineering analysis to gain deeper insights

into the LLM integration within selected smartphone models. This

process involves extracting system applications from the device’s

ROM and decompiling these applications using tools such as jadx1.

By examining the decompiled code, we can identify any API calls

related to LLMs, as well as network requests that suggest the use

of external computational resources.

This analysis helps us determine whether the AI functionalities

are truly being processed on-device or if they rely on cloud-based

infrastructure, contrary to official claims. The results of this analy-

sis, including key findings from specific models, are summarized in

Table 2. It reveals that most of the examined smartphone models

employ both on-device and cloud-based LLM deployments. No-

tably, five out of the seven models listed support both deployment

methods, while two models - HUAWEI Pura 70 and OnePlus 12 -

exclusively utilize cloud-based LLM deployment.

2.3 Current State and Future Prospects of
On-Device LLMs

As AI continues to advance rapidly, LLMs have begun to transition

from cloud-based implementations to on-device deployment in

smartphones and other mobile devices. We explore this evolution

by examining two exemplary models: Google’s Gemini Nano [37]

and Apple’s AFM-on-device [4]. These models represent cutting-

edge developments in deploying large-scale models on resource-

constrained devices, providing insights into the current state and

future potential of on-device LLM.

Gemini Nano, designed for efficient operation on smartphones,

employsmixed-precision training [27] and knowledge distillation [12,

13] to create a compact yet powerful model. It utilizes various com-

pression techniques, including quantization and parameter pruning,

1https://github.com/skylot/jadx
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to enable real-time inference on mobile devices. The model’s ar-

chitecture is optimized for mobile hardware, leveraging multi-core

CPUs and GPUs to enhance performance. Notably, while Gemini

Nano can be downloaded through the pre-installed AICore service

on some of Samsung’s latest models, it has not yet been integrated

with Galaxy AI. Similarly, Apple’s AFM-on-device is tailored for

deployment on the company’s custom A-series chips and Neural En-

gine. It features a modular architecture using Low-Rank Adaptation

(LoRA) [16] adapters, allowing dynamic loading of task-specific

submodules. This approach, combined with mixed-precision com-

putation and dynamic quantization, ensures high responsiveness

even for complex tasks. Both models prioritize energy optimization,

crucial for battery-powered devices, by adjusting computational

load and utilizing low-power modes. They also focus on enhancing

user experience through extensive human evaluations and grading

to ensure accuracy, readability, and contextual relevance of outputs.

Security and safety are paramount in these on-device LLMs.

Google implements red teaming [10] and adversarial testing [18]

to identify and mitigate vulnerabilities, while Apple integrates

Responsible AI principles throughout the development process,

employing safety filters and guardrails.

These advancements in on-device LLMs demonstrate significant

progress in optimizing deployment, inference, memory usage, and

energy efficiency. The core focus remains on enhancing user expe-

rience, encompassing usability, responsiveness, and robust security

measures, providing users with confidence in the safe use of these

technologies.

3 RQ2: FUNCTIONS OF INTEGRATED LLMS

The rapid evolution of LLMs has led to the development of a mul-

titude of new functionalities within smartphones, some of which

are beginning to surpass traditional methods. These advanced ca-

pabilities not only enhance existing features but also introduce

entirely new possibilities for user interaction. This section explores

the current applications of LLMs on smartphones, highlighting

their impact on various functions. Table 3 presents some features

of selected models that, to date, have been enhanced by LLMs,

distinguishing them from those using traditional deep learning

techniques.

3.1 Object Elimination

Object elimination represents a significant advancement in im-

age editing capabilities on smartphones, leveraging the power of

LLMs to enhance the precision and effectiveness of object removal

tasks. Traditionally, object elimination from images has been ac-

complished through deep learning techniques that identify and

erase unwanted elements. While these methods have made notable

progress, the integration of on-device LLMs into this process offers

a crucial advantage: users no longer need to worry about po-

tential privacy breaches that could occur when their images

are uploaded to cloud servers for processing. By relying on

purely on-device LLMs to complete these tasks, users can enjoy

advanced object elimination features while maintaining complete

control over their sensitive visual data.

The object elimination feature allows users to select specific parts

of an image they wish to remove by simply drawing around the

unwanted objects. Once the selection is made, the LLM processes

the image to intelligently eliminate the selected area, simultane-

ously reconstructing the background to maintain visual consistency.

This advanced functionality minimizes artifacts and blending er-

rors, which were more common with earlier deep learning models,

thereby producing a more natural and aesthetically pleasing result.

3.2 Audio Summarization

Audio summarization is an advanced function integrated into smart-

phones equipped with LLMs [20], designed to meet the need for

accurate and efficient documentation of spoken content, whether

from telephonic conversations or local recordings. During a call

or a recording session, the feature actively listens to and captures

the spoken content, utilizing sophisticated speech recognition algo-

rithms. Once the audio is captured, the LLM processes it to extract

key points, generate a coherent summary, and present it to the

user with a single click. This functionality not only saves time by

eliminating the need for manual note-taking but also enhances the

accuracy of the documented information by leveraging the LLM’s

ability to understand context and nuances in speech.

For example, the OPPO FIND X7 model [30] is among the pi-

oneering devices that have integrated this technology, especially

call summarization, offering users a seamless experience in man-

aging audio-based information. Beyond merely summarizing calls

and recordings, the feature extends its utility by enabling users

to automatically generate actionable items, such as to-do lists and

reminders, based on the summarized content. This automated work-

flow ensures that critical tasks discussed or recorded are not over-

looked and can be promptly followed up, thereby improving pro-

ductivity and the overall effectiveness of communication. The Au-

dio Summarization feature exemplifies how LLMs can transform

routine smartphone functions into powerful tools for information

management and decision-making.

3.3 Voice Assistant

Voice assistants have been a key smartphone feature for years, en-

abling hands-free interaction through spoken commands. Initially,

these assistants used rule-based systems and basic NLP models [8],

relying on keyword detection and pre-defined commands for tasks

like setting alarms or checking weather. However, these earlier

models often struggled with complex or nuanced requests, leading

to user frustration due to misinterpretation or failed execution.

The integration of LLMs into voice assistants represents a signif-

icant advancement. LLMs, trained on vast and diverse datasets, can

process natural language with greater accuracy and understand-

ing. This allows for more fluid and intuitive interactions, reducing

misunderstandings and improving user satisfaction.

LLM-enhanced assistants can now interpret a wider range of

natural language variations and manage context-dependent follow-

up questions. This improvement not only enhances user experience

by making assistants more intelligent and versatile but also expands

their potential applications in daily tasks. From managing complex

schedules to answering intricate queries, the adoption of LLMs

in voice assistant technology reflects the broader trend of using

advanced AI to create more adaptable, reliable, and user-friendly

smartphone interfaces.
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Table 3: LLM-powered Smartphone Feature Adoption in Representative Models of Various Brands (As of September 13, 2024)

Model Object Elimination Audio Summarization Voice Assistant Multimodal Generation Image Search AI-enhanced Photography

Pixel 9 Pro � �(On-device support) � � �(On-device support)

OPPO FIND X7 �(On-device support) �(On-device support) � �

vivo X100 � � � � �

HONOR Magic6 �(On-device support) �(On-device support) �(On-device support) �(On-device support)

HUAWEI Pura 70 � � �

OnePlus 12 � � � �

Xiaomi 14 �(On-device support) � �(On-device support) �(On-device support) �(On-device support)

Samsung Galaxy S24 � � � � �(On-device support)

realme GT 5 Pro � � � �

MEIZU 21 Pro � � � �

iPhone 15 Pro/16 Pro ◦ (Awaiting update) ◦ (Awaiting update) ◦ (Awaiting update) ◦ (Awaiting update) ◦ (Awaiting update) ◦ (Not mentioned)

3.4 Multimodal Generation

Multimodal generation is a feature that leverages LLMs to generate

images or videos based on user descriptions. This functionality

allows users to create media content simply by providing textual

prompts or selecting a specific style, enabling the automatic gen-

eration or enhancement of images and videos. Whether crafting a

visual from scratch or adding generative elements to existing me-

dia, this capability significantly broadens the creative possibilities

available to users.

3.5 Image Search

Image search has traditionally been a challenging task for users,

especially when relying on fragmented or vague memories to locate

specific images within a large and often disorganized photo gallery.

The sheer volume of stored images, combined with the limitations

of traditional search methods—which typically depend on meta-

data such as file names, dates, or basic tags—can make finding a

particular image a time-consuming and frustrating experience.

The introduction of LLMs into image search functionality has

revolutionized this process by enabling intelligent search capabili-

ties that go beyond simple keywordmatching. Users can now search

for images by providing descriptive prompts based on their recol-

lection of the image’s content, such as objects, scenes, or even the

emotions conveyed in the photo. The LLM processes these natural

language descriptions, interpreting the user’s intent with remark-

able accuracy and retrieving relevant images from the gallery.

This advanced search capability significantly enhances the user

experience by making it easier to locate specific images, even when

the user’s memory is incomplete or imprecise. By leveraging LLMs’

ability to understand and contextualize natural language, smart-

phones can now offer a more intuitive and efficient way to navigate

extensive image libraries, transforming what was once a cumber-

some task into a seamless and user-friendly experience.

3.6 AI-Enhanced Photography

AI-enhanced photography represents a significant advancement in

smartphone camera technology, leveraging Large Language Models

(LLMs) to improve image quality. Traditional smartphone cameras

often struggle with challenges like noise reduction, tonal adjust-

ment, and portrait enhancement. LLM integration addresses these

issues more effectively by providing advanced algorithms that pro-

cess images in real-time, resulting in sharper, more vibrant photos

with better dynamic range and more natural-looking portraits.

Recent smartphonemodels, e.g., Xiaomi 14 Ultra [44], have imple-

mented AI-based image processing systems that utilize on-device

LLMs. These systems typically include multiple specialized compo-

nents, each optimized for different aspects of image enhancement

such as exposure blending, tonal balance adjustment, color pro-

cessing, and portrait refinement. Also, Pixel 9 pro [11] now feature

AI-powered zoom capabilities that use LLMs to predict and recon-

struct fine texture details, enabling high-quality magnification be-

yond traditional optical limits. These advancements in AI-powered

photography not only enhance user experience but also expand the

creative possibilities available to smartphone users.

4 RQ3: POTENTIAL SECURITY RISKS

4.1 On-Device LLM Attack Vectors

Prompt-level Attacks. As LLMs proliferate on mobile devices,

they become increasingly vulnerable to prompt-level attacks such

as jailbreaking [43, 45] and prompt injection [38, 46]. These attacks

exploit the model’s input processing vulnerabilities. Jailbreaking

attacks aim to bypass the model’s ethical constraints, manipulating

it to produce harmful or biased outputs [17]. This can lead to the

generation of malicious content or privacy violations. Prompt in-

jection attacks insert malicious instructions into benign prompts,

potentially causing the model to reveal sensitive information or

generate harmful content. On-device models may be particularly

susceptible to these attacks due to their lack of real-time, cloud-

based security updates and monitoring. To mitigate these risks,

robust input sanitization, continuous model fine-tuning, and local

monitoring systems to detect suspicious query patterns should be

implemented.

Model Extraction and Model Theft Attacks. The deployment of

LLMs on mobile devices introduces vulnerabilities that are distinct

from cloud-based models. These on-device models are potentially

more susceptible to extraction attempts and reverse engineering

due to their physical proximity to potential attackers.

Model extraction [49] attacks aim to recreate a functionally sim-

ilar model by querying the target LLM and analyzing its outputs.

In the context of mobile devices, this could involve crafting an app

that intensively queries the on-device LLM with carefully designed

inputs. Over time, the attacker can build a dataset of input-output

pairs to train a shadow model, effectively stealing the functionality

of the original LLM without directly accessing its parameters.

Model theft attacks [24, 29] involve direct attempts to access and

analyze the model file, including its architecture, weights, and other
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internal components. The goal is to extract the core intellectual

property of the LLM, potentially compromising its uniqueness and

commercial value. Attackers might exploit vulnerabilities in the

device’s operating system, the app containing the LLM, or even the

hardware itself to gain unauthorized access to the model file. Once

accessed, the attacker can analyze the model’s internal structure,

potentially uncovering proprietary information about its design

and training process. Unlike model extraction techniques that at-

tempt to recreate model functionality through querying, model

theft provides direct insights into the LLM’s internal workings.

This could reveal sensitive details about the techniques used in the

model’s creation, posing significant risks to the model’s creators

and owners.

To safeguard on-device LLMs, a multi-faceted security approach

should be adopted. This could include deploying hardened run-

time environments like secure enclaves to isolate the model, and

applying obfuscation techniques [50] to obscure its structure and

parameters. Query monitoring systems could be implemented to

detect potential extraction attempts, while advanced encryption

should be used for model storage and computation. Leveraging

device-specific hardware security features, such as secure boot,

could provide additional protection. Regular updates to the LLM

app and its security measures are crucial to address emerging vul-

nerabilities. This comprehensive strategy, combining software and

hardware protections with ongoing maintenance, aims to enhance

the security of on-device LLMs against various threats.

Permission-relatedVulnerabilities. If LLM capabilities are opened

to third-party developers onmobile devices, a new set of permission-

related vulnerabilities emerges [1, 2]. These risks are centered

around the potential misuse or abuse of granted permissions.

Attackers might attempt to exploit weaknesses in the permission

system to gain unauthorized access to the LLM. This could involve

manipulating the application’s declared permissions, exploiting

over-privileged applications, or taking advantage of permission

inheritance in plugin architectures. Even when permissions are

legitimately granted, there’s a risk of permission abuse. Malicious

applications could misuse their authorized access to the LLM, poten-

tially using it for unintended purposes such as generating spam con-

tent, conducting phishing attacks, or harvesting user data through

carefully crafted prompts.

Mitigating these risks requires implementing a robust and gran-

ular permission model. This might include context-aware permis-

sion granting, real-time monitoring of LLM usage patterns, and

implementing a trust scoring system for third-party applications.

Additionally, providing clear information to users about the per-

missions they’re granting and the potential risks involved is crucial

for maintaining transparency and user trust.

Local DoS Attacks. As LLMs become more prevalent on smart-

phones, they face vulnerability to local Denial-of-Service (DoS)

attacks [28]. These attacks aim to disrupt LLM functionality by

overwhelming the device’s computational resources through con-

tinuous, high-intensity requests. Unlike traditional DoS attacks

targeting network infrastructure, local DoS attacks exploit the

resource-intensive nature of LLMs directly on the device, poten-

tially rendering the model or the entire device unresponsive.

Attackers may launch these attacks by sending a barrage of

computationally expensive queries to the AI model, causing it to

consume excessive CPU, GPU, and memory resources. This de-

liberate strain on the device can lead to significant performance

degradation, causing applications to slow down or crash, and in ex-

treme cases, rendering the entire device unresponsive. Such attacks

could also deplete the battery rapidly, compromising the device’s

usability and potentially damaging the hardware over time due

to sustained high loads. The implications of local DoS attacks on

LLM-powered smartphones are severe. Not only do these attacks

disrupt the user experience by making the device unusable, but they

also prevent legitimate applications from accessing the AI model,

effectively halting any AI-driven functionalities. In scenarios where

the AI model is critical for tasks such as real-time translation, voice

assistance, or security monitoring, the consequences of a successful

local DoS attack could be particularly detrimental.

Mitigating local DoS attacks requires a multi-faceted approach.

One strategy is to implement rate limiting on requests to the AI

model, ensuring that a single application or process cannot mo-

nopolize the device’s resources. Additionally, resource monitoring

can help detect abnormal usage patterns indicative of a DoS attack,

allowing the system to throttle or terminate the offending processes

before they can cause significant harm.

Information Leakage. One of the critical security risks associated

with LLMs deployed on smartphones is the potential for informa-

tion leakage [42]. This occurs when attackers exploit the inputs

and outputs of the model to infer or extract sensitive information,

potentially compromising user privacy and data security.

Information leakage can manifest through several attack vectors.

Model reverse engineering is one such method, where an attacker

analyzes the outputs generated by the model in response to specific

inputs to deduce the underlying structure, parameters, or even the

data on which the model was trained. By systematically probing the

model with carefully crafted queries, attackers can gather enough

information to reconstruct aspects of the model’s behavior, which

might include sensitive or proprietary data. Additionally, privacy at-

tacks can target the data processed by the model. Since LLMs often

handle personal or confidential information, an attacker could ma-

nipulate the model’s inputs to trigger responses that inadvertently

reveal private details. For example, by using certain prompts or

sequences of inputs, an attacker might induce the model to output

fragments of data that were part of its training set or that are being

processed in real-time, leading to the unintended disclosure of in-

formation. Unauthorized access to sensitive information can lead

to privacy violations, financial loss, or damage to the reputation of

the entities responsible for the model’s deployment.

Mitigating information leakage requires implementing strong

input and output validation mechanisms to detect and block suspi-

cious queries that may be aimed at extracting sensitive information.

Additionally, techniques such as differential privacy [9] can be em-

ployed to ensure that the model’s responses do not inadvertently

reveal details about the data it has been trained on or is currently

processing. Regular audits and updates of the model’s security

protocols are also essential to protect against emerging threats.
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4.2 Cloud-Based LLM Attack Vectors

Prompt-level Attacks and Model Extraction Attacks. Detailed

attack mechanisms and mitigation strategies are similar to those

discussed in § 4.1.

Man-in-the-Middle (MITM) Proxy Information Theft. As

shown in Figure 2, Man-in-the-Middle (MITM) [7] attacks represent

a critical threat, particularly in scenarios where sensitive data is

transmitted between the client and the cloud server. In an MITM

attack, an attacker intercepts the communication channel between

the client device and the cloud server, allowing them to steal or

tamper with the data in transit.

Cloud ServerClient

Original Connection

Attacker

Figure 2: Man-in-the-Middle Attack

The data transmitted between the client and the cloud server of-

ten includes model inputs and outputs, which can contain sensitive

or confidential information. For instance, user queries, personal

data, or proprietary business information may be sent to the cloud

for processing by the LLM, with the results then returned to the

client. An attacker executing an MITM attack could intercept this

data, gaining unauthorized access to the information being ex-

changed. In addition to passive eavesdropping, the attacker could

also alter the data in transit, potentially leading to manipulated

outputs, compromised decision-making processes, or even the in-

troduction of malicious commands that affect the behavior of the

cloud-hosted LLM. The consequences of MITM attacks on cloud-

based LLMs are significant. Beyond the immediate privacy risks

associated with the exposure of sensitive data, tampered commu-

nications can lead to incorrect or harmful outputs, undermining

the trustworthiness of the AI system. Furthermore, the intercep-

tion of data could provide attackers with insights into the model’s

operation, potentially facilitating further attacks, such as reverse

engineering or the development of sophisticated exploits tailored

to the specific vulnerabilities of the model.

To protect against MITM attacks, it is essential to implement

strong encryption protocols for all data transmitted between the

client and the cloud server. Transport Layer Security (TLS) [39] and

other advanced cryptographic techniques can help ensure that the

data remains secure and unreadable by unauthorized parties dur-

ing transmission. Additionally, certificate pinning and continuous

monitoring of network traffic for anomalies can provide further

defense against MITM attempts.

Distributed Denial-of-Service (DDoS) attacks. DDoS attacks

involve overwhelming the cloud infrastructure with a high volume

of requests, with the primary objective of rendering the services

unavailable or significantly degrading their performance.

Attackers orchestrating a DDoS attack typically employ a net-

work of compromised devices, often referred to as a botnet, to

generate massive amounts of traffic aimed at the cloud servers

hosting the AI models. This flood of requests can saturate the net-

work bandwidth, exhaust computational resources, and overload

the cloud infrastructure, causing legitimate requests to be delayed

or completely dropped. In the context of LLMs, such attacks can

disrupt the delivery of AI-powered services, making it impossible

for users to interact with the models in real time. The impact of

DDoS attacks on cloud-hosted AI services can be profound. For en-

terprises relying on LLMs for critical operations, the unavailability

or slowdown of these services can lead to operational disruptions,

financial losses, and damage to customer trust. Moreover, sustained

DDoS attacks can force cloud service providers to allocate additional

resources to mitigate the attack, potentially leading to increased

operational costs and reduced efficiency.

Mitigating DDoS attacks against cloud-hosted LLMs requires

a combination of proactive defense mechanisms and responsive

mitigation strategies. Traffic filtering and rate limiting can help

manage incoming requests and prevent overload by distinguishing

between legitimate andmalicious traffic. Also, deploying distributed

network architectures can enhance the resilience of cloud services,

ensuring that they can withstand high volumes of traffic without

compromising availability. Real-time monitoring and automated

response systems are also crucial for detecting and mitigating DDoS

attacks as they occur, minimizing their impact on service availability

and performance.

5 RQ4: USER PERSPECTIVES ON
LLM-POWERED SMARTPHONES

To gain a comprehensive understanding of LLM perception in the

smartphone context, we interviewed three individuals with experi-

ence using LLM-powered smartphones. These participants offered

diverse insights into practical applications, challenges, and potential

risks associated with LLM-enhanced functionalities.

We now present their perspectives, structured around three key

themes: User Satisfaction and Adoption, Primary Concerns and Reser-

vations, and Privacy and Data Security Considerations. By exploring

these areas, we aim to provide a nuanced view of the current user

experience, identify common concerns, and examine how privacy

and security are being addressed in the development and use of

LLMs on smartphones. Each subsection delves into one of these

three themes, offering a detailed analysis based on the feedback

from our interviewees. We have displayed the most representative

answers in Table 4.

5.1 User Satisfaction and Adoption

Understanding user satisfaction with LLM-powered features is cru-

cial for evaluating their impact on the overall smartphone experi-

ence. The interviews conducted revealed a range of opinions on

how these features influence user satisfaction, adoption rates, and

everyday use.
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Table 4: Questions and Interviewees’ Answers

No. Question & Answer

1 Question: How satisfied are you with the LLM-powered features on your smartphone (e.g., voice assistants, image search, AI-enhanced

photography)? Can you provide specific examples of features that have positively impacted your experience?

Answer: “The AI-enhanced photography isn’t something I notice much, but the AI-based object elimination is really useful. Image search

has definitely made finding photos easier, though the voice assistant still needs a lot of work. I like the call summarization feature for its

convenience, but I do worry about privacy.”

2 Question: Have LLM-powered functionalities influenced your decision to adopt or upgrade to a new smartphone model? If so, which features

were most compelling to you?

Answer: “LLM features have influenced my thoughts on upgrading, but it’s more about their future potential than the current features. The

AI object elimination is good and could sway me to buy, while call summarization is handy but not a deal-breaker. What excites me most is

what LLMs might do next, especially after seeing the new features showcased during product launches.”

3 Question: How often do you use LLM-powered features compared to traditional smartphone features? Do you feel these new features are

essential to your daily use, or do you see them as supplementary?

Answer: “I don’t use the LLM features much yet—they’re still not part of my routine, and the current options feel limited. For now, these

features are more of a nice-to-have rather than essential.”

4 Question: What improvements, if any, would you like to see in the LLM-powered functionalities on your smartphone?

Answer: “I’d like to see LLMs open to third-party apps and have better interaction design for easier use. It would be great if LLMs could

proactively serve my needs and offer more offline capabilities.”

5 Question: What concerns, if any, do you have regarding the accuracy or reliability of LLM-powered features? Have you encountered any

issues that made you hesitant to use these functions?

Answer: “I’ve noticed accuracy issues with LLM features, which makes me hesitant to rely on them. When these functions aren’t accurate, it

really affects my trust, especially for tasks like account transactions where reliability is key.”

6 Question: Do you feel that LLM-powered features add unnecessary complexity to your smartphone experience, or do they enhance usability?

Answer: “LLM features don’t add unnecessary complexity to my phone. Since they only work when I use them, they mostly just add

convenience and improve usability without complicating things.”

7 Question: How do you perceive the long-term viability of LLM-powered features? Do you think they will become a standard in smartphones,

or do you have reservations about their continued development?

Answer: “I’m optimistic about the future of LLM-powered features and think they could become standard on smartphones. However, I do

worry about their impact on battery life and hope that future improvements will address this.”

8 Question: How concerned are you about the privacy implications of using LLM-powered features, particularly those that process personal

data such as voice recordings or photos?

Answer: “I’m quite concerned about the privacy implications of using LLM features, especially those that handle personal data like voice

recordings or photos. Even with offline features, I still worry about potential privacy breaches. I feel uneasy about the lack of transparency

and worry that LLMs might access my private data for training without my knowledge.”

9 Question: What steps, if any, do you take to protect your data when using LLM-powered functionalities on your smartphone? Do you

trust that smartphone manufacturers are adequately protecting your data when utilizing LLMs? What would increase your confidence in the

security of these features?

Answer: “To protect my data, I often limit or avoid using LLM-powered features. I don’t fully trust that smartphone manufacturers can

adequately protect my data, mainly because there’s not enough user control or clear choices between on-device and cloud processing. Greater

transparency from manufacturers would definitely increase my confidence in using these features.”

10 Question: Have privacy concerns ever influenced your decision to disable or avoid using certain LLM-powered features on your smartphone?

If so, which features and why?

Answer: “Yes, privacy concerns have led me to avoid using certain LLM features. I’ve been particularly cautious about a digital representation

feature that uses my photos, as well as call summarization. The idea that my personal data might be uploaded without my knowledge makes

me uncomfortable, so I tend to steer clear of these functions.”

When asked about their satisfaction with LLM-powered features,

participants expressed mixed reactions. While AI-enhanced photog-

raphy was noted as having a subtle impact, features like AI-based

object elimination were perceived as more noticeably beneficial.

Image search was highlighted for enhancing the user experience,

although voice assistants were identified as an area where signifi-

cant improvement is needed. Call summarization was appreciated

for its convenience, though some concerns were raised regarding

privacy implications (see Table 4, No.1).

Regarding the influence of LLM functionalities on the decision

to adopt or upgrade to new smartphone models, interviewees indi-

cated that while current features may not directly drive purchasing

decisions, the potential future capabilities of LLMs are a signifi-

cant factor. For instance, features like AI-based object elimination

were seen as having the potential to influence buying decisions,

particularly if further refined. Additionally, the future promise of

LLM-powered functionalities, such as those observed in internal

215



A First Look at LLM-powered Smartphones ASEW ’24, October 27-November 1, 2024, Sacramento, CA, USA

testing phases, was a compelling factor for some users (see Table 4,

No.2).

In terms of usage frequency, LLM-powered features are currently

underutilized compared to traditional smartphone functionalities.

Participants cited two primary reasons for this: the lack of habit

formation around these new features and the limited support for

LLM functionalities in existing applications. Consequently, these

features are often seen as supplementary rather than essential to

daily use (see Table 4, No.3).

When asked about desired improvements, participants suggested

several key areas for enhancement. These include the ability for

third-party apps to access and utilize LLMs, improved interaction

designs to make LLMs more user-friendly, and the development

of LLMs with proactive capabilities that can better anticipate user

needs. Additionally, there is a strong interest in advancing on-device

models to support more robust offline functionality (see Table 4,

No.4).

5.2 Primary Concerns and Reservations

Users were asked about their concerns regarding the accuracy and

reliability of LLM-powered features. They expressed that noticeable

inaccuracies can lead to a loss of trust, making them hesitant to

rely on these functions. This concern is particularly significant

with features that require a high degree of reliability, such as those

involving account transactions or other personalized tasks (see

Table 4, No.5).

When asked whether LLM-powered features add unnecessary

complexity to their smartphone experience or enhance usability,

most users felt that these features generally improve usability. Since

LLMs are typically user-initiated rather than autonomous, they

primarily provide convenience and enhance the overall experience

without adding undue complexity (see Table 4, No.6).

Lastly, users were asked about the long-term viability of LLM-

powered features and whether they believe these will become stan-

dard in smartphones. There was optimism about the continuous

improvement of LLMs and their potential to become a standard fea-

ture. However, users also expressed concerns about the increased

power consumption associated with on-device LLMs, hoping that

future technological advancements will address these issues (see

Table 4, No.7).

5.3 Privacy and Data Security Considerations

When asked about their concerns regarding the privacy implica-

tions of using LLM-powered features, particularly those that process

personal data such as voice recordings or photos, users expressed

significant apprehension. Even offline functionalities were a source

of concern, as users worried about the potential for privacy breaches.

There was also a strong desire for greater transparency from man-

ufacturers regarding how these models use personal data, with

specific fears that LLMs could inadvertently access or use private

information for training purposes (see Table 4, No.8).

When asked about measures taken to protect personal data

when using LLM-powered features, one interviewee revealed her

approach to mitigating privacy risks: she deliberately limits or

completely avoids using these functionalities when she perceives

potential threats to data security. There was a notable lack of trust

in smartphone manufacturers’ ability to adequately protect data,

primarily due to insufficient user control over features and a lack

of clear options between on-device and cloud processing. Partici-

pants emphasized the need for higher transparency to boost their

confidence in the security of these features (see Table 4, No.9).

When asked if privacy concerns had influenced their decision to

disable or avoid using certain LLM-powered features, some users

mentioned specific functionalities, such as a digital representation

feature based on personal photos and call summarization. These

features raised concerns about the potential for personal data to

be uploaded and used without explicit consent, leading users to

hesitate in their use (see Table 4, No.10).

6 LIMITATIONS

Our study on LLM-powered smartphones has several limitations.

The reverse engineering process (in § 2) was constrained by per-

mission issues and reliance on official documentation, potentially

limiting our findings’ completeness. Our summary of LLM function-

alities (in § 3) may not be exhaustive due to the rapidly evolving

nature of these devices, with many features possibly still under

development or undisclosed. The summarised security risks (in

§ 4) might not cover all potential vulnerabilities given the dynamic

nature of cybersecurity and the novelty of LLM integration in smart-

phones. Regarding user feedbacks (in § 5), we were only able to find

three individuals who had used LLM-powered smartphones and

were willing to be interviewed. While this small sample limits the

generalizability of our findings, we were fortunate that all responses

provided authentic feedback from actual users of LLM-powered

smartphones.

7 RELATEDWORK

Recent work has begun exploring the deployment of LLMs on

edge devices [21, 22, 31, 47, 48] like smartphones, addressing the

challenges of running such models in resource-constrained envi-

ronments. These studies have identified the potential of LLMs to

enhance mobile functionalities, though significant technical hur-

dles remain. Furthermore, some surveys [6, 32, 33] have noted this

emerging trend, drawing attention to the unique difficulties and

future directions for optimizing LLMs on edge devices, particularly

in terms of performance and efficiency.

8 CONCLUSION

Our study of LLM-powered smartphones reveals a dynamic tech-

nological landscape with significant implications for the mobile

industry and user experience. Key findings highlight active develop-

ment bymajor manufacturers, enhanced functionality through LLM

integration, new security challenges, and mixed user perceptions.

As this technology evolves, balancing innovation with security and

privacy concerns will be crucial. Future research should focus on im-

proving on-device LLM performance, enhancing security measures,

addressing privacy concerns, and exploring long-term impacts on

user behavior. The integration of LLMs in smartphones represents a

paradigm shift, promising more intelligent and personalized mobile

experiences while necessitating careful consideration of associated

risks and ethical implications.
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