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The Notification Listener Service (NLS) in Android allows third-party apps to monitor and process device
notifications, enabling powerful features but also introducing security and privacy risks. Despite the special
permission required to access NLS, it has been recurrently exploited by malicious actors. However, there is a
lack of systematic investigation into NLS usage patterns and their security implications. In this paper, we
propose NLRADAR, a hybrid approach combining static analysis and LLM to examine NLS usage in Android
apps. We apply NLRADAR to a large scale of apps, including both malware and regular apps, to demystify NLS
usage and to uncover abuses. Our analysis reveals that NLS is heavily abused, with interesting discoveries
such as apps insecurely storing social media messages, exploiting NLS for destructive competition or SMS
credential stealing, and leveraging NLS to spread promotional messages or even malicious links. We also
find undisclosed changes in NLS usage through app updates and inadequate disclosure in privacy policies.
Our findings emphasize the need for more rigorous vetting of NLS usage and better developer education on
responsible NLS practices.
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1 Introduction

Push notifications play a crucial role in the Android system, enabling apps to keep users informed
about important events, updates, and messages. Introduced in Android 4.3 (2013), the Notification
Listener Service (NLS) empowers third-party apps to monitor and process notifications sent by other
apps or the system itself. This service provides developers with the flexibility to create innovative
features such as notification management, automation, and customization, ultimately delivering a
more intelligent and personalized notification experience to users.

However, the convenience offered by the NLS also comes with significant security and privacy
concerns. Once an app is granted access to the NLS, it gains the ability to continuously monitor and
access all notification information generated by other apps or the system. This includes sensitive
elements such as the title and content of the notifications, without requiring explicit user awareness.
For instance, an app with NLS access could obtain SMS verification codes or instant messaging
conversations, essentially allowing it to acquire a wealth of private and sensitive information.

To address these concerns, Android employs a special permission called BIND_NOTIFICATION_L
ISTENER_SERVICE to govern access to the NLS. In contrast to regular runtime permissions, which
only necessitate user consent through a pop-up dialog, apps seeking to utilize the NLS must obtain
explicit user authorization via a dedicated system settings page (Figure 1). This multi-step process
aims to strike a balance between convenience and user privacy.

Despite the presence of this special permission, the NLS has been a recurring target for abuse by
malicious actors. Numerous security companies have reported instances of malware exploiting the
NLS to steal private information, intercept SMS credentials, and propagate malware or spam [2, 3,
5, 8]. While the research community has been aware of the potential side effects of the NLS since
2016 [28], there has been a lack of systematic investigation into how apps utilize this service and
the development of tools to understand and mitigate its abuse.

To bridge this gap, we propose NLRADAR to systematically investigate NLS usage and identify
NLS abuse in Android apps at scale, combining static analysis and large language model (LLM)
techniques. Taking an APK file as input, NLRADAR examines its NLS usage on various dimensions
by performing taint analysis that tracks the flow of notification-related data from NLS APIs to
sensitive sinks. It then leverages LLM to identify potential NLS abuses based on static analysis
results. We apply NLRADAR to a large scale of Android apps, including both malware and regular
apps, to demystify NLS usage and to uncover potential abuses.

Our analysis reveals several concerning NLS abuse patterns that poses security and privacy
risks. We identify apps with over one million downloads that insecurely store plaintext notification
content on the device, potentially exposing sensitive user data. Some apps exploit the NLS dismissal
capability for destructive competition by canceling notifications from rival apps. We also discover
instances where apps leverage the NLS interaction features to send promotional messages or even
malicious links to users’ WhatsApp contacts. We also found malware cases using NLS to steal
private instant messages and SMS credentials, and canceling bank alert notifications to cover their
tracks. We present a detailed characterization of how malware and regular apps use NLS, with
interesting findings such as instant messaging apps and system apps are frequently monitored for
their notifications, and how apps apply content-based notification filtering to facilitate their benign
or malware activities. Furthermore, we found app updates often introduce undisclosed changes in
NLS usage that escalate privacy risks, and privacy policies fail to properly inform users about NLS
access. These findings highlight the pressing need for more rigorous analysis of NLS usage during
app vetting processes and for better developer education on responsible NLS practices.

In summary, our main contributions are as follows:

e We conduct the first systematic study on NLS usage and its security implications in Android.
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e We propose NLRADAR, an automated approach that uses static taint analysis to characterize NLS
usage on various dimensions, and uses LLM to identify potential NLS abuses for Android apps.
NLRADAR is open-sourced at https://github.com/security-pride/NLRadar.

o We apply NLRADAR to a large scale of apps to demystify NLS usage on both malware and regular
apps. Our analysis reveals concerning NLS abuse patterns with several interesting findings.

2 Background
2.1 Notification Listener Service

A mobile push notification is a short message from an app that displays outside of the app’s Ul in the
device’s notification drawer (as illustrated in Figure 2b) [17]. It typically contains text, multimedia
content, or interactive buttons to capture user attention. Engaging with a notification—whether
by tapping on its buttons or the notification itself—allows users to swiftly interact with a specific
function of the app, even when the app is running in the background. Notifications serve various
functions, ranging from facilitating communication (as seen in instant messaging apps) to promo-
tional activities. They also play a role in security mechanisms, such as displaying one-time SMS
codes for authentication purposes.

Notification Listener Service [16] (or NLS in short) is an Android system service that enables
apps to monitor all notifications across the device. It was first introduced in Android 4.3 in 2013 [14],
aiming to empower developers to create solutions for managing and responding to notifications.
Utilizing this service, apps can obtain a spectrum of information about notifications originating from
all apps, including the notification title and text, the originating app, the display style, and more.
While NLS does not allow modifying notifications, it grants apps the ability to cancel notifications
or automatically interact with notifications by triggering their intended post-click actions, even for
notifications from other apps.

Considering the sensitive nature of NLS, Android guards its access with a special permission
called BIND_NOTIFICATION_LISTENER_SERVICE [11] (NLS permission for brevity). Unlike regular
runtime permissions, such as storage permission, which only require a single user confirmation via
pop-up dialog, NLS access demands a two-phase authorization process through a dedicated system
settings page. As shown in Figure 1a, users must manually activate NLS access for the requesting
app. Then, the system presents an additional confirmation dialog (Figure 1b) that elaborates on the
permission’s implications, requiring explicit user consent before granting the permission.
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2.2 The Abuse of NLS

While NLS is widely adopted by apps for legitimate purposes, such as enhancing user experience
through task automation and notification bar customization, it has a significant history of being
exploited to facilitate malicious activities. The NLS, along with its associated permission, has been
recurrently abused by malware, as reported by multiple antivirus companies [2, 3, 5, 8], to the
point that this permission has gained an infamous reputation [6]. These malicious apps generally
leverage NLS to steal private information and SMS credentials from notifications or to propagate
malware and spam. Despite the research community’s awareness of this side effect of NLS since
2016 [28], there remains a notable absence of comprehensive studies from either academia or
industry examining the patterns and implications of NLS usage. A few works [34-36] have focused
on NLS, but only as a potential side channel for attacks. More recently, Lou et al. [47] briefly
discussed NLS abuse risks and associated privacy concerns.

As one of the most frequently used components for information transfer on mobile devices, noti-
fication contains substantial sensitive user data. The abuse of NLS could easily lead to a series of
damaging consequences, ranging from location information exposure, unauthorized surveil-
lance of instant messaging to authentication compromise (e.g., stealing SMS credentials to
bypass two-factor authentication for banking apps [2, 5]). However, no prior work has systematically
investigated NLS usage or proposed any form of approach to understand or mitigate NLS abuses.

3 NLS Abuse Taxonomy and Motivating Examples

To understand the landscape of NLS usage and abuse within Android apps, we conducted an exten-
sive preliminary investigation, which encompasses a comprehensive review of existing literature
(such as [28, 34-36, 47]) and security reports (such as [2, 3, 5, 6, 8, 10]), and a manual inspection of
over 300 apps utilizing NLS, including both malware from the Malradar dataset [57] and regular
apps from legitimate app stores. Through this extensive investigation, we identified four types of
NLS abuse that pose security and privacy risks, along with three key dimensions of NLS usage
crucial for investigating these abuses, as outlined in Table 1. In this section, we further motivate
our work with two real-world examples from our preliminary investigation that demonstrate the
security hazards of NLS abuse overlooked by previous research.

Table 1. NLS Abuse Taxonomy

Types of NLS Abuse Key Dimensions

1. Inadvertent Exposure A. Notification Leakage

2. Deliberate Harvesting B. Notification Filtering

3. Unwarranted Notification Cancellation C. Notification Operation Triggering
4. Notification Interaction with Unsolicited Crafted Content

Example A is a volume control app with over a million downloads on Google Play, which
serves its primary function of adjusting volume settings based on different scenarios and conditions.
It can also adjust notification volume separately from system volume, a functionality otherwise
unsupported by the Android system, which explains its request for the NLS permission. However,
upon enabling a seemingly innocent configuration item “Save log history" (Figure 2a) in the app
settings, this app unexpectedly stores the contents of all notifications on the device in plaintext on
the external storage, including the originating app, the notification title, and text. While this action
may not be inherently malicious, as we did not observe the app actively stealing or transmitting
the notification contents off the device, such misuse of NLS introduces a new attack vector: these
plaintext notification contents become potentially accessible to other apps with storage permission,
leading to a myriad of security and privacy issues as discussed in §2.2. Although modern Android
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versions (10 and above) implement Scoped Storage [7] that restricts cross-app storage access, apps
declaring lower targetSDKVersions (common due to Android’s extensive fragmentation [37]) are
not under Scoped Storage’s protection, making this attack vector remain relevant in practice.

This example illustrates the first dimension for inspecting NLS abuse: Notification Leakage.
Apps with NLS access can retrieve diverse notification information, ranging from notification
timing and frequency to originating app names and actual content. Improper handling of this
sensitive data can lead to significant security and privacy issues. The example app demonstrates
how even benign apps with NLS permission can inadvertently compromise security and privacy
through poor data handling practices. More broadly, notification leakage can manifest in two
distinct types of NLS abuse:

e Inadvertent Exposure: Benign apps may unintentionally expose notification content due to
improper data handling. This includes storing plaintext data on external storage or transmitting
through insecure protocols like HTTP.

o Deliberate Harvesting: Apps with malicious intent can exploit NLS access to systematically cap-
ture and exfiltrate sensitive information from notifications, including two-factor authentication
codes, private messages, financial transaction alerts, or other confidential data.

Example B is a malware sample instead (package name: com.fab.wflixonline, from the Malradar
dataset). This app monitors incoming notifications and specifically filters those originating from
WhatsApp, a popular instant messaging app, as its targets. Upon detecting a WhatsApp message
notification, the app attempts to reply to the message with malicious URLs, aiming to propagate
scams and malware to the victim’s WhatsApp contacts. This is achieved by exploiting the quick
reply button present in WhatsApp notifications, as shown in Figure 2b. After replying with the
malicious content, the app covertly cancels the notification to avoid user awareness.

This example illustrates two additional dimensions for inspecting NLS abuse:

Notification Filtering: The malware specifically targets notifications from WhatsApp by filter-
ing based on the originating app’s package name. While filtering alone may not directly consti-
tute a security or privacy risk, it warrants attention as a potential precursor to more sophisti-
cated attacks. Malicious apps can employ filters to target sensitive notifications from various sources,
such as SMS apps, banking apps, or instant messaging platforms. Additionally, apps can implement
content-based filtering, such as scanning for patterns that match common verification code formats.

Notification Operation Triggering: The example app, upon identifying WhatsApp notifi-
cations, performed two sensitive notification operations: replying with customized content and
notification cancellation. As mentioned in §2.1, while NLS does not support modifying the original
notification, it does allow for triggering notification operations. We identify two types of potential
abuses resulting from these operations':

e Unwarranted Notification Cancellation: Apps may misuse the ability to dismiss notifications
in ways that go beyond their intended functionality or user expectations, such as concealing
their own malicious activities or removing competitors’ notifications unfairly.

o Notification Interaction with Unsolicited Crafted Content: Notifications may contain action-
able elements that allow users to interact with apps directly without opening the corresponding
app. Apps may exploit these interactive elements by injecting carefully crafted content. This can
range from malicious material (such as phishing links or malware) to unsolicited commercial
content (like advertisements).

!t is worth noting that in this work, we deliberately exclude the mere triggering of a notification’s intended post-click
action from our subsequent analysis of potential abuse, as we have not observed or conceived of any attack scenarios arising
solely from such actions. Moreover, this feature is commonly utilized by legitimate task automation apps.
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Fig. 3. Overview of NLRADAR

In order to systematically investigate NLS usage and identify potential abuses in Android apps
at scale, we propose NLRADAR, an automated approach that utilizes both static taint analysis and
large language model (LLM) techniques. Figure 3 provides an overview of NLRADAR. Taking an
Android app as input, NLRADAR first comprehensively characterizes its NLS usage through static
taint analysis. It then leverages these results to identify potential NLS abuses using LLM.

4.1 Sources and Sinks

To facilitate our taint analysis approach, we first customize taint sources and sinks related to NLS
usage, as shown in Table 2. These sources and sinks are derived through a systematic investigation
of standard Android APIs and sampling apps with NLS usage to inspect their source codes. We also
referenced prior work that utilized Android taint analysis [33, 52, 63] for sinks.

Table 2. The Taint Sources and Sinks Used in NLRADAR

Type Class API
Sources NotificationListenerService onNotificationPosted(StatusBarNotification)
onNotificationRemoved(StatusBarNotification), getActiveNotifications()
StatusBarNotification getPackageName(), getTag(), getNotification(), getChannelld()
Filtering getPostTime(), isClearable(), isOngoing(), getUser(),getKey()
String equals(Object), equalsIgnoreCase(String), startsWith(*), endsWith(*)
contains(CharSequence), indexOf(String), matches(String),isBlank(), isEmpty()
okhttp3* add(String,String), post(okhttp3.RequestBody)
java.net* init(URL), getOutputStream()
Sinks | Leakage | org.apache.http* init(String), execute(HttpUriRequest)
java.ioX write(*), println(*), append(CharSequence), writeBytes(String), writeChars(String)
SQLiteDatabase insert(*), execSQL(java.lang.String)
Operation NotificationListenerService | cancelNotification(String), cancelAllNotifications()
PendingIntent send(*) & Remotelnput.build()

e Taint Sources. For sources, we focus on NLS APIs that can access notifications. Through a careful
review of Android developer documents regarding NLS [16, 17, 21], as well as manually developing
demo apps to interact with NLS, we enumerate three such APIs: “onNotificationPosted”, “onNoti-
ficationRemoved”, and “getActiveNotifications”, the first two allow access to the newly posted or
removed notifications on the device, while the last return a list of notifications visible to users.?

ZNote that we designate all APIs that access StatusBarNotification as sources, rather than just those that specifically extract

notification content (e.g., getNotification()). This approach enables us to comprehensively characterize all NLS-related

behaviors, even though StatusBarNotification contains both sensitive notification content and potentially less sensitive

metadata (such as ID and Post Time). Our subsequent analysis in §4.2 and §4.3.1 differentiates between these elements to
accurately assess potential security and privacy risks.
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o Taint Sinks. Our analysis focuses on sinks that are related to potential notification processing
procedures of our concern, i.e., the three key dimensions for inspecting NLS abuse outlined in §3.
These include various APIs such as those related to network and storage operations, accessing
specific notification information, and performing notification operations. We further detail how
we use these sinks to characterize NLS usage in §4.3.

4.2 Taint Analysis

We build our taint analyzer on top of the widely-adopted static analysis frameworks Soot [56]
and FlowDroid [31]. Our analysis begins with generating an inter-procedural control flow graph
(ICFG) of the app using FlowDroid. Noticing that apps with NLS usage often leverage inter-
component communication (ICC) [42], we further incorporate ICCBot [62] a state-of-the-art tool
dedicated to ICC resolution, into our analyzer. This integration produces an extended ICFG that
connects components with ICC relationships. We also handle asynchronous function calls within
this extended ICFG by identifying thread-starting APIs (e.g., thread.start(), AsyncTask.execute()),
tracing their ‘init’ methods, and linking them to corresponding ‘run’ execution methods.

We then perform our taint analysis based on this extended ICFG, starting from the three source
APIs introduced in §4.1 to propagate taint both forward and backward, following FlowDroid’s
standard taint analysis process [31]. For alias analysis, we employ FlowDroid’s strategy using Soot’s
PointsToAnalysis class for backward pointer analysis on tainted fields. Following FlowDroid’s
approach, our taint analysis continuously tracks data flows even after reaching one sink. The
analysis concludes only when the global taint state stabilizes (i.e., no new variables become tainted
and all possible propagation paths have been explored) or when reaching the predefined timeout of
10 minutes (ref.§5.1). Beyond FlowDroid’s standard taint process, we leverage ICCBot to precisely
model data flows in Intent [27] for cross-component interactions by tracking the Intent’s key in pu-
tExtra(key, value) and getExtra(key) operations on the sending and receiving sides respectively and
propagating taint only when the key matches. We apply similar handling to SharedPreferences [20],
Android’s lightweight key-value storage mechanism.

void onNotificationPosted(StatusBarNotification sbn){ void onReceive (Context context, Intent intent) { public class Filter{

String Pkg= sbn.getPackageName(); try{ private ArrayList<String> targets;

Filter checker = new Filter(); HttpsURLConnection conn = ... ; public Filter(){

Intent intent = new Intent(); targets = new ArrayList<>();

if( checker.isTarget(Pkg) ){ OutputStream out = conn.getOutputStream(); targets.add("com.whatsapp"); I
Notification noti = sbn.getNotification(); String msg = intent.getStringExtra("text"); targets.add("com.twitter.android");

String content = noti.tickerText;

content += noti.extras.getString("android.text");
intent.putExtra("text",content); o
sendBroadcast(intent);

1 9 }

NLS-Related Execution Sequence:  <NotificationListener: void onNotificationPosted(StatusBarNotification)>
L <android.content.Context: void sendBroadcast(Intent)>
L—> <NetworkReceiver: void onReceive(Context, Intent)>
L <javax.net.ssl. HttpsURLConnection: OutputStream getOutputStream()>
L— <java.io.OutputStream: void write(byte[])>

out.write(msg.getBytes(UTF_8)); }

i boolean isTarget(String pkg){
return targets.contains(pkg); 9

}

Fig. 4. A Simplified Example of our Taint Analysis Process

To illustrate our taint analysis process, Figure 4 presents a simplified code example from a
malicious calculator app that exploits NLS to steal notification content from social media apps.
The red variables demonstrate taint propagation from the source API onNotificationPosted’s sbn
parameter to the sink API write’s msg parameter. In this example, the app transmits notification
data through the sendBroadcast API, an ICC method. Using ICCBot, we link this broadcast to its
onReceive receiver (Step @) and precisely track the intent’s data flow by matching the "text" key at
both ends. The analysis records the complete function call sequence from source to sink, as shown
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in Figure 4, which captures how notification data flows through the app and serves as crucial input
for our LLM evaluation module (§4.4).

Backward Analysis. To achieve a granular understanding of how apps process notifications,
we further perform backward analysis on the NLS-related execution sequences. This analysis is
particularly crucial in two scenarios: (1) When tainted variables flow into sink functions (e.g.,
data being transmitted), we trace backward to identify what specific notification data is involved.
For instance, in Figure 4’s Step @, we trace back from the sink API and identify that the ‘msg’
variable contains the notification’s tickerText® and text. This distinction is crucial as these textual
information contains the actual notification content, representing the most sensitive notification
data, while other data such as notification timestamps are far less sensitive. (2) When filtering
operations use comparison functions (e.g., contains(), equals()), we determine the concrete values
being compared. As shown in Step @, we trace backward from the string list ‘targets’ that is
compared with the tainted ‘pkg’. This analysis reveals the app’s specific notification filtering
behavior, which in this case targets social media apps like WhatsApp.

Our backward analysis traces the variable of interest through the ICFG, identifying both concrete
values (e.g., string constants like "com.whatsapp") and notification fields (e.g., tickerText) that
contribute to the value of our interested variable. The analysis handles both intra-procedural data
flows (examining local variables and class fields) and inter-procedural data flows (tracking method
parameters and return values).

4.3 NLS Usage Characterization

We then detail how we use the extracted execution sequences to characterize NLS usage across the
three key dimensions outlined in §3: Notification Filtering, Leakage, and Operation Triggering.

4.3.1 Notification Filtering. Apps can pick out notifications of their interests from all notifications
on the device by leveraging both the notification content and diverse notification attributes provided
by the system. Though notification filtering itself may not directly compromise security, it can be a
crucial component in more complex malicious strategies, as evidenced by the examples in §3.

e Content Filtering: Apps can access the Notification object through the “getNotification()”

method, enabling them to extract the notification content, including its title and text. They can
then apply string filtering operations, such as keyword matching or regular expressions, using
the APIs listed in Table 2 (Row String) to identify notifications of interest.
We characterize these string filtering operations by examining the usage of these APIs within
the extracted execution sequences. Whenever a match occurs between two string variables being
compared at both ends of the API, we perform the aforementioned backward analysis with two
main objectives: (1) to determine if the variables originate from notification contents by checking
for the presence of “getNotification()” and its subsequent access to the title and text fields, and (2)
to determine the specific keywords or patterns used in the filtering process, providing insights
into the app’s notification selection criteria.

e Originating App Filtering: Apps often utilize the package name of the originating app that sent
the notification to identify notifications of interest. They can obtain this information by invoking
the “getPackageName()” method on the StatusBarNotification object.

o Other Attributes: While Content Filtering and Originating App Filtering are the most favored,
apps also use other attributes for filtering. For example, apps can invoke “isClearable()” to identify
if the notification is dismissible before canceling it, or“isOngoing()” to distinguish notifications

3A non-visible text set by developers that provides a brief summary of the notification’s content for accessibility services.
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related to ongoing events such as active phone calls or music playing. They can also filter
notifications based on the post time, tag, id, channel, etc.

4.3.2  Notification Leakage. Notification content may be leaked to various destinations:

o File Storage: After accessing notification data through NLS, apps can store it in files on the device’s
local storage using APIs from the java.io package in Table 2. As introduced in §3, notification data
stored on external storage becomes readily accessible to other apps with the commonly available
storage permissions when the storing app has a targetSDKVersion below Android 10, thereby
raising security and privacy concerns. We further discuss external storage’s exploitability in §5.3.1.

e Structured Storage: Notification content may also be persisted within structured storage mecha-
nisms such as SharedPreferences or databases. While these storage options are generally specific
to each app and not directly accessible to others, recent research [45] has shown that they could po-
tentially be compromised if the app contains vulnerabilities that enable cross-layer exploitation at-
tacks. Furthermore, apps could potentially record notification content in one version and later up-
date their code to exfiltrate this information—the fundamental principle is that apps should
not record notification content unless it is necessary for their intended functionalities.

o Network Transmission: Apps may transmit notification content to remote servers using network
APIs such as “HttpURLConnection” or “OkHttp”. With malicious intent, this could consti-
tute the most severe type of leakage. Even with benign intentions, transmitting plaintext
notification content with insecure protocols like HT TP makes it vulnerable to interception.

4.3.3  Notification Operation Triggering. While NLS does not support modifying notifications, it
allows for the apps to cancel or interact with notifications.

o Notification Dismissal: Apps can programmatically dismiss notifications without user interaction.
They achieve this by obtaining the notification’s unique identifier using the “getKey()” method
and passing it to the ‘cancelNotification(key)’ method.

o Automated Notification Interaction: Through NLS, apps can interact with notifications by trigger-
ing their intended post-click actions, achieving the same effect as users clicking on the notification
itself or its associated buttons. To trigger the post-click action on the notification itself, the app
can call the “send()” method on the notification’s contentIntent field. For triggering post-click
actions on notification buttons, the app can use “NotificationCompat.getAction()” to retrieve the
action associated with each button, and then call “send()” on the action’s actionIntent. In cases
where a notification button requires customized input, apps need to construct a “RemoteInput”
object with the customized input before invoking “send()”. All of the above scenarios are detected
by checking the extracted execution sequences related to NLS usage.

4.4 LLM-based NLS Abuse Identification

Our static taint analysis module can extract NLS-related execution sequences from the app and
characterize NLS usage across the three key dimensions. However, this characterization alone is
insufficient to fully assess whether an NLS usage is abusive or benign. For instance, consider the
behavior of transmitting notification content to a remote server. This same action could be entirely
legitimate for a benign messaging synchronization tool, while raising suspicions for other types
of apps, such as a shopping app monitoring notifications for users’ financial status, or a malicious
app stealing SMS credentials. Assessing the security risks of NLS usage demands understanding
the app’s intention in utilizing NLS, which necessitates semantic comprehension of app
descriptions and code functionalities - a problem that traditional approaches struggle to address.

To address this challenge, we turned to large language models (LLMs). Recent advancements in
LLM, particularly in their capabilities for semantic understanding and logical reasoning [49, 55],
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have led to their widespread application in various software engineering and security tasks [38, 61].
We devised a workflow that combines our static taint analysis results with LLM-based assessment to
identify potential NLS abuses, aiming to bridge the gap between code behavior and app intentions
and provide a more nuanced and context-aware assessment. This approach, while not perfect, offers
a possible and promising solution in NLS abuse detection.

4.4.1 Prompt Engineering. Given the logical reasoning demands of our task, we integrate chain-of-
thought reasoning [59] with few-shot learning [58] to enhance the LLM’s performance. Specifically,
for each NLS abuse identification query, we provide the model with carefully curated examples
structured as <input, reasoning, output> triplets, where each example demonstrates a detailed
step-by-step reasoning process. This methodology ensures that the model has immediate access
to demonstrated reasoning patterns, facilitating more robust and justifiable conclusions. Table 3
illustrates our prompt engineering strategy, which consists of the following components:

Table 3. An example of our prompt engineering

Prompt Type | Instantiation
NLS Background ‘ NLS in Android detects and retrieves device notifications...
App Description ‘ A lightweight, user-friendly calculator for quick everyday math...

Execution Sequences | ref.Figure 4

Overview: The NLS usage is associated with Notification Leakage, specifically through Network
Transmission, where it may transmit the notification’s tickerText and text.

Filtering Elements include package names like “com.whatsapp" and “com.twitter.android".
Source Code: ref.Figure 4

Characterization Result

Inadvertent Exposure: Does the app unintentionally expose notification content by transmitting
or storing it insecurely, thereby creating potential attack vectors?

Deliberate Harvesting: Does the app misuse NLS to intentionally collect sensitive information
from notifications? Evaluate:

e Does the app’s use of NLS align with its stated or reasonably expected functionalities?

o Are there filtering processes that specifically target sensitive content (e.g., SMS credentials) or
notifications from apps likely to contain sensitive information (e.g., messaging or banking apps)?

Assessment Questions | ® Note: The presence or absence of sensitive filtering alone is not definitive evidence of deliberate

harvesting. Apps may collect all notification content without filtering for malicious purposes,

while sensitive filtering could also be used for legitimate functions (e.g., message auto-reply

apps). Prioritize assessing if the app’s overall intention in using NLS appears benign or malicious.

Unwarranted Notification Cancellation: Does the app exhibit unjustified dismissal behaviors?
Notification Interaction with Unsolicited Crafted Content: Does the app unsafely trigger
notification actions (such as replying to social media messages directly via notifications) with
unsolicited crafted content?

Let’s think step-by-step:

Step 1. Expected Behavior Analysis: This is a calculator app. Generally speaking, a calculator
app shouldn’t access notifications.

Step 2. Actual Behavior Determination: Based on the characterization result and examination
of the execution sequences’ source code, this app specifically targets and collects sensitive text and
tickerText content from WhatsApp and Twitter notifications, then transmits them over network.
Step 3. Behavior Comparison: This app is not supposed to access notifications, yet it ... This
behavior constitutes the abuse of Deliberate Harvesting.

CoT Reasoning Process™

1.NO. The app securely transmits notification content over HTTPS protocol.
Example Output* 2.YES. The app collects and transmits social media notifications beyond its intended functionalities.
3. No... 4. No...

Output Requirement ‘ Please answer each question with a YES or NO, followed by a brief explanation within 100 words.

*: Only included in few-shot learning examples

o NLS Background. We begin by providing the LLM with essential NLS knowledge and the three
key dimensions, establishing a foundation for understanding our characterization results.

o App Description. We include app description sourced from the app store to enable LLM to eval-
uate if the observed NLS usage aligns with the app’s declared functionality and intended purpose.
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We then proceed to provide our static analysis results to the LLM, enabling it to form a com-
prehensive understanding of the app’s functionalities and intentions for a thorough assessment.
To illustrate, we reference the example (Figure 4) introduced in our taint analysis (§4.2), which
is a malicious calculator app that exploits NLS to steal social media notifications, and include its
prompt instantiation for LLM evaluation in Table 3.

¢ Execution Sequences. We begin with the NLS-related execution sequences within the apps,
each of which originates from the source APIs that access notifications and terminates at sinks
that could potentially lead to the four types of NLS abuse outlined in Section 3:

— Network Transmission and Local Storage: these sinks could potentially constitute Deliberate
Harvesting or Inadvertent Exposure.

- Notification Dismissal: potentially constituting Unwarranted Cancellation.

— Automated Notification Interaction with Customized Input: the input potentially including
Unsolicited Content.

If our static analysis identifies no such sequences within an app, the app is deemed as having low

security risks in terms of NLS usage, and will not be forwarded to the LLM for further evaluation.

e NLS Usage Characterization Result. We then provide the LLM with detailed results of our char-
acterization analysis to enhance its understanding of the app’s NLS usage, structured as follows:
— Characterization Overview: a concise summary of the app’s NLS usage patterns across the

key dimensions (see Table 3 for example).

— Filtering Elements: a comprehensive list of notification filtering-related comparison strings,
functions, and objects encountered during our taint analysis, to help the model understand
the specific criteria and mechanisms the app uses in its notification filtering process.

— Source Code of the functions within the identified execution sequences. This additional
contextual information enhances the LLM’s understanding of the app’s intended use of NLS.

o Assessment Questions: To evaluate the security of NLS usage for the app, we have carefully
formulated four questions, each addressing one of the four types of NLS abuse in our taxonomy.
Each question is accompanied by specific evaluation criteria to guide the assessment. Due to
space constraints, we present the complete question format with detailed criteria only for De-
liberate Harvesting, while providing concise versions of the other three questions. The full set
of questions with detailed criteria is available on our website [18].

e Examples with chain-of-thought reasoning: We have carefully developed five representative
examples based on real-world apps with NLS usage, collectively covering all four types of NLS
abuses. Each example comprises all prompt components described above, followed by an example
output and a detailed step-by-step reasoning process (as shown in Table 3) demonstrating the
LLM how to deduce the example output based on the given input. To ensure the clarity and
comprehensiveness of this thought process, we engaged two experienced Android security re-
searchers in a collaborative discussion during the construction of these examples. Due to space
limitations, these examples are provided online [18].

e Output Requirement: To ensure consistent and analyzable responses, we specify a structured
output format that standardizes both the decision format and explanation length.

Using this carefully constructed prompt template, we evaluate each app by providing our static
analysis results alongside these examples. An affirmative response from the LLM to any assessment
question indicates potential NLS abuse of a specific type is identified within the app.

5 Experimental Results

This section presents our experimental results. We begin by introducing the datasets we used
throughout the experiments, comprising both a malware dataset and a regular app dataset (§5.1).
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We then present our evaluation of NLRADAR (§5.2), assessing the effectiveness of our static analysis
module for NLS usage characterization and our LLM-based NLS abuse identification. Next, we
apply NLRADAR to both our malware and regular app datasets, reporting potential NLS abuses
identified (§5.3), and providing detailed NLS usage characterization results (§5.4) to illuminate how
NLS is used in both malicious and regular apps. Finally, we present our preliminary findings on the
impact of app updates on NLS usage and the timeliness and adequacy of NLS usage disclosures in
their privacy policies (§5.5).

5.1 Dataset

To characterize NLS usage in both commercial market-store apps and malware, our study utilizes
two distinct datasets: Dataset M (Malware) and Dataset R (Regular Apps). Dataset M is derived
from the MalRadar dataset introduced in a recent study [57], which contains 4,534 unique Android
malware samples collected from leading security companies’ reports. Dataset R is sourced from the
widely-adopted AndroZoo [30], a daily-updating collection of Android apps with over 20 million
.APK files, a majority of which are from Google Play. As of October 2023, We randomly collected
around 10% of the AndroZoo samples (2.09 million)* to construct Dataset R.

Table 4. Overview of Dataset Construction

Source #Sample #NLS Sample Percentage
MalRadar 4,534 (Dataset M) 299 6.6%
AndroZoo Apks | 2,098,861 | (Dataset R Apks) 22,839 1.1%
AndroZoo Apps | 1,238,139 | (Dataset R Apps) 8,101 0.65%

For apps from both sources, we identified those that requested the BIND_NOTIFICATION_LISTEN
ER_SERVICE permission within their Manifest files. This filtering process resulted in the formation
of Dataset M (299 APKs, 6.6%) and Dataset R (22,839 APKs, 1.1%). It is worth noting that Dataset R
includes different versions of .APK files for the same app. By counts of unique app package name®,
Dataset R comprises 8,101 apps (0.65%). By comparing the percentage of apps requesting the NLS per-
mission from both sources, we observe that malware exhibits a significantly higher tendency
to request NLS permission, suggesting that malware may be abusing NLS for malicious purposes.

Experimental Setup. Our experiments are conducted on a server running Ubuntu 22.04 with
dual 64-core AMD EPYC 7713 processors and 512 GB RAM. For NLRADAR’s static analysis module,
we set an analysis timeout of 10 minutes for apps in both datasets. Apps exceeding this limit are
considered to have failed the analysis. Overall, we achieved an overall success rate of 91.7%, with
an average runtime of 6 minutes per app. For LLM-based NLS abuse identification, we employed
GPT-4o0 [13] for its superior capabilities.

5.2 Effectiveness of NLRADAR

5.2.1 Static Analysis Evaluation A. As our work is the first to systematically investigate NLS usage,
there are no existing datasets available for evaluating our approach. Therefore, we construct a new
dataset by randomly selecting 50 apps: 25 malware samples from Dataset M and 25 regular apps
from Dataset R. We manually labeled the NLS usage of these apps in terms of the three dimensions
and then compared the results against the output of NLRADAR. The labeling process was carried out
independently by two authors. They then convened to compare and discuss their labeling results.
In cases where disputes arose, a third author was consulted to settle the disagreements.

“We only collect AndroZoo apps sourced from legitimate markets. The market distribution can be found on our website [15].
SUnless specified explicitly, when we refer to the term “app” in this Section, we mean app with a unique package name.

Proc. ACM Softw. Eng., Vol. 2, No. ISSTA, Article ISSTA020. Publication date: July 2025.



Walls Have Ears: Demystifying Notification Listener Usage in Android Apps ISSTA020:13

Although all 50 apps declared the NLS permission, only 38 (23 malware and 15 regular apps)
actually accessed NLS within their codes. Among these, 34 performed filtering, 20 exhibited leakage
(4 network, 4 external storage, 14 structured storage), and 22 triggered notification operations (21
cancellation, 2 interaction). The dataset and the detailed labeling results are available on our website.

In terms of identifying if NLS is used within apps, NLRADAR achieves perfect results. Regarding
NLS usage characterization, NLRADAR yields 2 false negatives (FN) and no false positives (FP),
reaching a recall of 94.7% (36/38). Both FNs are from regular apps in Dataset R, The first FN is due to
the use of Java reflection, a mechanism that allows for dynamic invocation of methods by specifying
them with strings, which our tool fails to handle. The second FN is a notification management
app that uses Binder [22] to invoke all its notification operations. Binder is a special Android IPC
mechanism working at the kernel level, which can also cause disconnections in static analysis.

Our approach demonstrates good performance on this evaluation dataset. However, it is important
to note that this evaluation dataset may not cover all types of NLS usage, especially since most
apps that triggered notification operations primarily focused on notification dismissal, with only
two apps interacting with the notification and no apps sending their own customized input.

5.2.2  Static Analysis Evaluation B. To further assess the accuracy of NLRADAR at a finer granularity,
we apply our tool to both datasets. For each of the three dimensions, we randomly select 20 apps
(10 malware apps and 10 regular apps) that our tool identified as having relevant operations (60
apps in total). We then manually check if the detection is indeed accurate.

For notification filtering, as mentioned in §4.3, we characterize filtering in three aspects: Content
Filtering (17 apps), Originating App Filtering (11 apps), and Attribute-based Filtering (11 apps).
Among the 20 apps, NLRADAR achieves 100% accuracy in identifying these filtering aspects. However,
we observed some limitations when extracting comparative objects due to dynamic behavior and
complex code constructs. Firstly, our tool only analyzes hard-coded variables (e.g., constants and
string arrays) and does not handle values dynamically generated at runtime or information obtained
using Android APIs like getPackageName() to retrieve the app’s package name. Secondly, our tool
does not simulate complex string manipulations (e.g., “split()”or “replace()”) to obtain the final
comparative objects. We can only track the original source strings of the comparative objects as a
reference, but not the results of these granular string operations.

Our tool achieved 95% accuracy in identifying notification data leakage destinations among the
20 selected apps (5 network, 11 external storage, 12 structured storage). The only exception occurred
in a particular app that extends the Google Room framework [19] and customizes a database to
store notification information. Our tool failed to identify this behavior because our pre-defined
sinks only covered common databases. However, although our tool can accurately identify data
leakage destinations, it faces challenges in precisely determining the specific notification content
being stored or transmitted. This limitation arises from the difficulty in ascertaining the exact
values reaching the sink through static analysis alone, as string operations or logical conditionals
may modify the data during variable tracing. Nevertheless, our tool provides valuable insights by
tracing the origins of the stored or transmitted data back to specific parts of the notification it
potentially is related to, aiding in the assessment of potential data leakage risks.

NLRADAR demonstrated 100% accuracy in identifying notification operation triggering among
the 20 selected apps. However, notification dismissal still dominates the selected apps, with only
2 apps triggering notification interaction. Therefore, we further selected 30 apps we identified
with automated notification interaction: 10 for triggering the post-click action on the notification
itself, 10 for triggering actions on notification buttons, and another 10 for triggering buttons
with customized input. In these 30 additional apps, NLRADAR still yields 100% accuracy. We make
available all our datasets to boost further research in this direction.
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5.2.3 LLM-based Approach Evaluation. We next evaluated our LLM-based approach for identifying
the four types of NLS abuse outlined in §3. For this evaluation, we reuse the 140 apps (50+60+30)
from our static analysis evaluation, as we have already manually analyzed them, making it easier
for us to label abuses. As described in §4.4.1, only apps containing execution sequences terminating
at sinks that could lead to NLS abuses undergo LLM-based identification. Of the 140 apps, 77 meet
this criteria. Two authors then independently labeled these 77 apps for the four types of NLS abuse
following the same procedure in the static analysis evaluation, and identified 44 apps with at least
one type of abuse (37/40 for malware apps, 7/37 for regular apps). We also manually analyzed the
remaining 63 apps (140-77) for fishy NLS usage and found no such instances.

We then compared these manual labels with the LLM output for evaluation on an app-by-app
basis. An app is considered a true positive (TP) only if the LLM correctly identifies the existence or
absence of all four types of NLS abuse.

Using GPT-40, our LLM approach with chain-of-thought reasoning and few-shot learning yielded
4 FNs (1 malware, 3 regular apps) and 17 FPs (8 malware, 9 regular apps), achieving a recall of 89.2%
(33/37) and precision of 66.0% (33/50). In comparison, the LLM without chain-of-thought reasoning
and few-shot learning achieved a lower recall of 70.3% and precision of only 52.0%°.

These results demonstrate that, while our LLM-based approach shows promising ability in
identifying apps with NLS abuse (89.2% recall), its precision is suboptimal (66.0%). Further
investigations revealed limitations in the LLM’s ability to comprehend ambiguous or incomplete
app descriptions. For instance, a WhatsApp helper app claiming to “clone WhatsApp messages”
actually synchronizes WhatsApp notifications across devices via network transmission. LLMs
struggle to connect concepts like “cloning” with “notification synchronization”.

Given that determining NLS abuse is inherently challenging, such performance is somewhat
expected. Fortunately, its relatively high recall makes it suitable for identifying potential NLS
abuses that warrent further investigation. This approach represents our best effort to automate the
detection of apps with potential ill intentions in using NLS. It also serves as a preliminary attempt
to leverage LLM for security analysis based on static code analysis results. Despite its limitations, it
provides initial screening of apps with potential NLS abuse and reduces the manual effort required
for subsequent investigations.

5.3 Potential NLS Abuses Identified

This subsection presents the potential NLS abuses we identified after applying NLRADAR to both
our malware and regular app datasets. We first analyzed both dataset to extract apps containing
execution sequences that could lead to NLS abuse (§4.4.1) for subsequent LLM inspection. Our anal-
ysis revealed a stark contrast between malware and regular apps, with 67.9% (203/299) of malware
containing such sequences compared to only 24.0% (1,947/8,101) of regular apps. Subsequently, we
employed our LLM-based approach with GPT-40 to evaluate these apps (203 malware and 1,947
regular apps) for potential NLS abuses. Table 5 summarizes the distribution of the four abuse types
(outlined in §3) as identified by our LLM analysis. Our LLM-based approach significantly reduced
the number of apps requiring further investigation, filtering potential abusers from 203 to 166 for
malware and, more remarkably, from 1,947 to 467 (76.0% reduction) for regular apps. This dramatic
decrease in manual inspection workload suggests the approach’s potential for app markets’ adop-
tion to implement NLS scrutiny. To verify the effectiveness of this filtering, we manually examined
all 37 malware apps (203-166) and sampled 40 regular apps not flagged by the LLM, and discovered
4 false negatives among malware and only 1 false negative among regular apps. These results,

®We also evaluated with the open-source DeepSeek-R1 [24] and achieved comparable performance with a recall of 82.1%
and precision of 62.7%, demonstrating the accessibility of our approach.
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particularly the substantial filtering rate (76.0%) and the minimal false negatives in regular apps,
demonstrate the effectiveness and necessity of the LLM-based component in our approach.

To gain deeper insights into these potential NLS abuses, we randomly selected 20 apps for each
abuse type for manual examination and report our findings below. Our manual analysis combined
both static and dynamic approaches: we used jadx [26] to decompile the apps and examine their
NLS-related execution sequences, verifying the behaviors identified by NLRadar. We then conducted
dynamic analysis on a Google Pixel 3 by running each app with NLS permission granted. During
a 10-minute testing period, we attempted to trigger the NLS-related behaviors (where possible, as
some cannot be triggered due to dead servers, especially for malware) identified in the static code
while monitoring network traffic with Fiddler [25]. Finally, we evaluated the legitimacy of each app’s
NLS-related behavior considering both our analysis results and the app’s intended purpose. Due to
space limits, code snippets of NLS abuse identified during manual analysis are available online [23].

Table 5. Distribution of Potential NLS Abuses

# IE DH uc IC Total
Malware | 36 (17.7%) | 153 (75.4%) | 16 (7.9%) | 2 (1.0%) | 166 (81.7%)
Regular | 226 (11.6%) | 184 (9.5%) | 131 (6.7%) | 36 (1.8%) | 467 (24.0%)

IE: Inadvertent Exposure, DH: Deliberate Harvesting, UC: Unwarranted Notification Cancellation, IC: Notifi-
cation Interaction with Unsolicited Crafted Content, see §3. One app may be associated with multiple abuses.

5.3.1 Inadvertent Exposure. A total of 36 malware and 226 regular apps were found to potentially
exhibit Inadvertent Exposure behavior. Among these 226 regular apps, 51 apps have been down-
loaded over 100K times. Within the regular apps we manually inspected, we found an app that
syncs phone notifications to PC using insecure HT'TP protocol; and another app with over 100K
downloads, designed to recover deleted social media messages, stores plaintext notification
content in external storage. However, this Google Play app targets Android versions higher than
10, as do most samples in our dataset sourced from AndroZoo’, and therefore is protected by Scoped
Storage, rendering the stored content inaccessible by other apps as introduced in §3. Google Play
enforces strict requirements for apps’ target API level [9], currently demanding that apps target
Android 13 or higher. Nevertheless, recent research on external storage security [37] revealed that
other major third-party app markets, like Samsung [4] and Huawei [1], do not maintain such strict
requirements, only mandating Android 8 or 9. Additionally, Android devices running lower system
versions such as smart TVs, VR headsets, and IoT devices remain vulnerable. These severe fragmen-
tation issues [60] in the Android ecosystem make exploitation via external storage still a relevant
security concern, including for the vector of notification data exposure highlighted in our study.

5.3.2  Deliberate Harvesting. We uncovered 153 malware and 184 regular apps potentially exhibiting
Deliberate Harvesting, while over 34 of the regular apps have more than 100K downloads. Within
malware, our manual analysis uncovers cases of harvesting social media messages, banking
app alerts, and SMS credentials through NLS. For the regular apps, they primarily fall into two
categories: social media helper apps and message synchronization tools. While these apps may have
legitimate reasons to handle notification messages, the highly sensitive nature of these messages
necessitates careful evaluation of whether their notification processing behaviors cross boundaries.
For example, a tool app for downloading videos on Instagram was found to be recording
and storing all Instagram notification content in its database. This behavior constitutes an
excessive collection of users’ private information, far beyond the app’s stated purpose.

7 Among the identified 36 malware and 226 regular apps, all malware targets SDK versions lower than 10, while only 81
regular apps target SDK versions below 10.
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5.3.3  Unwarranted Notification Cancellation. Our findings indicate that 16 malware and 131 regular
apps exhibit Unwarranted Notification Cancellation behaviors. For malware, we found cases
where they cancel banking alerts, WhatsApp notifications, or SMS notifications to cover
their malicious activities. Interestingly, within regular apps, we identified five unofficial Reddit
browsing apps that exploit the notification dismissal capability for destructive competition,
two of which have over one million downloads. These apps are designed to provide users with
alternative ways to explore the Reddit platform, which offers functionalities similar to the official
Reddit app but with some unique features. They promote a "Reddit notification sync" feature
which merely cancels notifications from the official Reddit app without performing any actual
synchronization. This practice potentially reduces user attention and engagement with the official
app, thereby diverting users to their own apps. We also identified four camera and gaming apps
that specifically block SMS notifications, with code patterns resembling those found in malware
for hiding subscription messages. However, we were unable to reproduce the actual subscription
functionality during testing due to the associated servers being inactive.

What raises greater concern is the potential security risks associated with this competitive
approach. Malicious actors could exploit this technique by creating apps that impersonate official
ones, intercepting and canceling their notifications, and sending seemingly legitimate noti-
fications that closely resemble those from genuine apps. Although we have not encountered
specific instances of this attack vector in our datasets, it is important to recognize that such attacks
are feasible and relatively easy to implement.

5.3.4  Notification Interaction with Unsolicited Crafted Content. We found 35 regular apps and 2 mal-
ware may exhibit the abusive behavior of Notification Interaction with Unsolicited Crafted Content.
The two malware apps exhibit the same behavior as our Motivating Example B, abusing NLS to
spread malware links through WhatsApp messages, while most of the regular apps are social
media assistant apps, which indeed have a legitimate need for automatically responding to social
media notifications. However, upon our manual investigation, we did find one case of promoting
malware through NLS in the regular app dataset. The app, com.magis.app, originated from
Google Play, according to AndroZoo. It has been removed from the store by now, but we did find
a snapshot of its Google Play metadata on a third-party app repository website [12]. The app had a
very enticing description, portraying itself as a gift app. Additionally, we found that some auto-reply
apps include promotional links when responding to instant messages. Specifically, they typically
append a replying message with “sent using:” followed by a link to their apps on Google Play.

5.4 NLS Usage Characterization Results

This subsection presents the detailed characterization results of NLRADAR in terms of the three
NLS usage dimensions after applying it to both datasets to reveal how malicious apps and regular
apps utilize NLS. Despite all of them declared the NLS permission, 95.0% apps in Dataset M and
63.1% apps in Dataset R actually utilized NLS.

5.4.1 Notification Filtering. Originating app filtering is a common practice among apps that monitor
notifications. Our results reveal that notifications from instant messaging apps and system
apps are the most frequently monitored. Top instant messaging apps monitored includes
WhatsApp, Facebook, WeChat, Telegram, etc. Both our malware and regular app datasets exhibit
similar percentages of monitoring instant messaging apps (13.4% versus 14.0%). For system app
notifications, 11.7% (30) of apps in Dataset M specifically filter notifications from the Android SMS
app (com.android.sms). While in Dataset R, 7.7% (626) of apps filter for notifications from a variety of
system apps, the top three monitored apps are SMS (200 apps), Phone Calls (85), and System UI (84).
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As for content-based filtering, in Dataset M, a majority of malicious apps tend to indiscrim-
inately obtain notification content without applying specific filtering criteria. However, one
notable example is a malicious app that utilizes a regular expression pattern (?<!\d)(\d{4,6})(?!\d)
to extract of 4 to 6 digit sequences within the notification text, a pattern closely resembling the
format of verification codes. The app then sends the extracted digit sequences to the attacker’s
server. In contrast, content-based filtering is more prevalent and diverse among regular apps in
Dataset R. For example, 50 apps monitor for the Chinese phrase “red envelope” - a feature offered
by popular Chinese instant messaging apps that enables users to send monetary gifts within digital
envelopes to their contacts or group chats. By detecting this specific keyword, these apps can
automatically execute scripts to claim the red envelopes. Other prevalent keywords monitored by
apps include “new message” (131 apps) and “SMS” (72 apps). In addition to keyword-based filtering,
160 apps employ regular expressions to extract specific information from notifications for filtering
purposes. Specifically, 31 apps use regular expression to extract specific formats of time string from
notification text such as “HH:MM (08:30)”, while 46 apps use ‘\d+’ to extract numbers.

As for filtering based on other attributes, 23.4% of malware and 10.9% of regular apps use “isCle-
arable()” to determine whether the notifications can be dismissed. while “isOngoing()” is leveraged
(17.3% malware, 5% regular apps) to check for ongoing events such as phone calls and music playing.
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5.4.2 Notification Leakage. As shown in Figure 5, we analyzed four potential channels for notifica-
tion data exposure: file storage, databases, SharedPreferences, and network transmission. In Dataset
M, a concerning 61.8% (185/299) of malicious apps exhibited potential notification leakage behavior.
Notably, 21.07% (63) transmitted notification data over the network. Among the notification com-
ponents potentially exposed, we observed that 52.5% (157) handled the notification content (title
and text), 51.8% (155) processed the notification tickerText, and 60.8% (182) accessed the package
name of the originating app. In contrast, regular apps showed a significantly lower incidence
of potential notification data exposure, with only 21.8% (1,770) of apps exhibiting such behavior.
The distribution across exposure channels in Dataset R was more evenly spread, with network
transmission being the least common at 4.87% of apps. Regarding specific notification components,
18.8% of apps in Dataset R handled the package name, and 13.7% processed the notification content.
A smaller portion also handled details like post time (4.3%), tickerText (4.6%), and ID (6.4%).
Among the leakage of all notification components to various destinations, sending notification
content (title and text) to the Internet warrants the most attention, as it could directly
compromise sensitive and private information. Our analysis reveals that 21.07% (63) of malicious
apps and 2.88% (233) of regular apps engage in this concerning behavior. Among the 63 malicious
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apps, we found that 21 (33.3%) specifically target notifications from social media apps, 3 focus
on SMS messages, while the remaining 39 indiscriminately steal all notification content without
any filtering. In the case of regular apps, 30.0% target social media app notifications, 21.5% target
notifications about ongoing calls or new messages. To better understand the motivation behind
regular apps transmitting notifications, we examined their app categories and found the the
majority falling under the Tools (29.2%) and Health & Fitness (22.7%) categories, followed by
Communication (9.5%) and Productivity (6.5%). Tools apps are for security monitoring and social
media response management. On the other hand, Health & Fitness apps mainly sync notification
data to smartwatches or fitness trackers.

5.4.3 Additional Operations Triggering. Regarding notification dismissal, 52.2% (156/299) of mali-
cious apps in Dataset M exhibit this behavior, possibly as a way to prevent users from noticing
their malicious activities. In contrast, only 13.6% (1,103) of regular apps in Dataset R demonstrate
the same behavior. These apps primarily belong to the Tools (48.7%), Personalization (15.8%), and
Productivity (9.9%) categories, which often include mobile management or cleaning tools offering
features such as notification organization, bulk removal, or customization.

As for automated notification interaction, we only found two malware cases, both of which target
WhatsApp’s quick-reply button to spread malware, as demonstrated by Motivating Example B in
§3. In contrast, a total of 890 apps in Dataset R interact with notifications. Among these, 664 apps
exhibited the behavior of triggering the post-click action on the notification itself, while 290 apps
triggered actions on notification buttons. Additionally, 119 apps trigger buttons with customized
input, demonstrating auto-reply functionality.

5.5 App Updates and Disclosure Practices

In constructing the regular app dataset, we collected multiple versions of apps with the same
package name. This allowed us to systematically investigate how app updates potentially alter NLS
usage patterns. Our dataset comprises 3,317 apps with multiple versions, each having at least one
version that requested NLS permission. We uncovered notable variations in NLS usage behavior
among them. Firstly, 242 apps did not request NLS permissions in certain versions, while in later
versions, they did. Secondly, 216 apps did not exhibit notification data leakage in some versions, but
in later versions, they did. Lastly, in 72 apps, we witnessed a more severe escalation of privacy risks.
Specifically, these apps merely stored notification data locally in certain versions, while in later
versions, they further uploaded this data to the network, implying that users’ privacy faced a greater
risk of exposure. We attempted to investigate whether these apps make timely notifications to users
in their privacy policies regarding these changes. However, our analysis was limited by the lack of
historical privacy policies for each app version, as privacy policies are typically updated to reflect
only the most recent version. Nevertheless, we randomly selected 20 apps with such leak escalation
and checked the newest version of their privacy policies. Surprisingly, only 4 of them disclosed
their notification access within their privacy policies, suggesting that user notification is not timely.

Upon analyzing these privacy policies, we discovered even more serious issues. The majority
of the apps did not mention the use of notification data or the request for the NLS permission in
their privacy policies, instead opting for vague statements like “user’s private data.” Even when
a small number of privacy policies did include notification-related explanations, the descriptions
were also limited, such as “captures messages from WhatsApp.” However, these statements failed
to inform users that granting the NLS permission allows the app to monitor all notifications sent
by the system. Moreover, they did not detail the purpose, method, content, and scope of how they
deal with users’ notification content, which potentially constitute privacy infringements.
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6 Discussion
6.1 Implication and Mitigation

Android provides NLS to enhance user experience. However, this study reveals NLS is heavily abused
by malware and often misused by regular apps, introducing a variety of security and privacy issues.
For apps legitimately using NLS, the fundamental principle should be to avoid recording no-
tification content unless it is absolutely necessary for their intended functionalities. Developers
must carefully assess the need for accessing and storing notification data and implement strict
security measures when handling such sensitive information. To mitigate the risks associated with
NLS misuse, Google should provide clear guidelines and best practices for developers on how to
use NLS securely. This includes offering detailed instructions on implementing proper encryption
techniques and secure storage mechanisms to protect notification data. By educating developers
and promoting secure coding practices, Google can help minimize the unintentional misuse of NLS.
In the case of deliberate or even malicious NLS abuse, users should be educated about the
potential risks associated with granting the NLS permission and encouraged to exercise caution
when allowing apps to access their notifications. However, the primary responsibility lies with
the app stores to prevent malicious apps from reaching users in the first place. Stringent vetting
processes should be implemented specifically for apps requesting the NLS permission. As a starting
point, only a subset of app categories that genuinely require NLS functionality should be allowed
to request this permission, while other categories like games or photo editors should be scrutinized
more closely. Furthermore, app stores should employ advanced malware detection techniques and
conduct thorough code analysis to identify any suspicious or malicious behavior related to NLS
usage. To the best of our knowledge, no specific regulations or guidelines have been put in place to
govern the use of NLS as of today. It is crucial for Google and other stakeholders in the Android
ecosystem to recognize the potential risks of NLS and take proactive measures to address them.

6.2 Limitations and Future Work

Our tool suffers from common shortcomings of Android static analysis, such as overapproximation,
which can lead to false positives in certain cases. Additionally, like other prior work that has utilized
Android static analysis [31, 45, 63], we fail to handle Java Reflection in our approach. Fortunately,
there are already dedicated works [43, 54] on taming reflection, and perhaps their approaches could
be incorporated within well-adopted tools like Soot and FlowDroid to improve the coverage of
static analysis. NLRADAR also faces granularity issues mentioned in §5.2.2. For instance, it can only
determine whether the origin of the content being leaked is related to the notification content or
not, instead of precisely obtaining the actual content. These limitations present opportunities for
future work and improvements in the tool’s capabilities.

Our LLM-based evaluator demonstrated promising recall but fell short in precision (§5.2.3).
One potential approach to improve precision could be incorporating non-abusive examples in our
prompts. Considering LLM context length constraints, we currently have only included examples
with abuse in our few-shot learning approach (§4.4). This design choice may have inadvertently
hindered the LLM’s accuracy in recognizing legitimate NLS usage. To address the false positive con-
cerns, we conducted a preliminary experiment by adding two non-abusive examples to our prompt.
This modification resulted in a 4.5% increase in precision at the cost of a 5.4% decrease in recall. These
results suggest a promising direction for improving the precision-recall balance in our approach.

While NLRADAR provides valuable insights for initial assessment of NLS abuse patterns, we
acknowledge several limitations that prevent it from serving as a robust standalone protection
mechanism. First, although we identified four types of NLS abuse through comprehensive literature
review, security reports analysis, and manual app inspection, there may exist other abuse patterns
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yet to be discovered. Second, determined attackers could potentially evade NLRADAR’s detection
through various techniques: using code obfuscation and reflection to impede static analysis, employ-
ing dynamic code loading to bypass static analysis entirely, or crafting misleading app descriptions
to deceive LLM-based assessment (which could potentially be mitigated by including adversarially
crafted deceptive examples in the few-shot learning process). As discussed in §6.1, effectively
combating NLS abuse requires a ecosystem-wide effort, and NLRADAR represents one contribution
to this effort, providing a foundation for understanding and detecting NLS abuse patterns.

7 Related Work

Research on Notification Security: This paper presents the first systematic study on the security
implications of NLS in Android. Nevertheless, several studies have analyzed mobile notification
security from other perspectives. For example, Liu et al. [46] developed a tool to detect aggressive
push notifications that promote ads and malware in Android apps. Several works [29, 39, 41]
investigated how malware abuses push notification services to facilitate malicious activities such
as botnet command and control. Another line of research [32, 44, 47] focused on the vulnerabilities
of widely-adopted mobile push notification services like Google’s Firebase Cloud Messaging (FCM)
and their security implications. More recently, two studies [51, 53] highlighted an inherent privacy
concern: the use of push notification services like FCM inevitably exposes user messages to third-
party entities, thereby potentially compromising user privacy. While these studies provide valuable
insights into various aspects of notification security, they do not specifically address the security
implications of NLS. Our work fills this critical gap by conducting an in-depth analysis of NLS
usage patterns and their potential risks.

Research on the Security of Other Android System Components: One notable line of
research closely related to our work is the security of Android Accessibility Services, which also
is a dangerous and often exploited component. An app granted access to Accessibility Services
can obtain every element on the app screen, including notifications. However, the security of
Accessibility Services has been well-studied by previous research [36, 40, 50], while NLS has received
comparatively less attention. Recent studies have also focused on the security of other Android
system components, such as logcat [48], clipboard [45], intent [64], etc. Our work complements
these existing studies by specifically investigating the security

8 Conclusion

This paper presents the first systematic study on NLS usage and its security implications in Android
apps. By proposing NLRADAR and applying it to a large-scale dataset, we demystify NLS usage
on both malware and regular apps, and uncover concerning NLS abuse patterns that could lead
to security and privacy risks. Our findings highlight the need for more rigorous analysis of NLS
usage during app vetting processes and better developer education on responsible practices. Our
research contributes to a better understanding of the security implications of NLS usage and lays
the foundation for developing more effective strategies to detect and prevent NLS abuse.

Data Availability

Our artifact, including the implementation of NLRADAR and the evaluation and experimental
datasets, is available at https://github.com/security-pride/NLRadar.
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