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Abstract
Push notification services are widely used in mobile apps to deliver
time-sensitive content. In the fragmented Android ecosystem, how-
ever, no single push service works reliably across all devices and
markets, leading developers to integrate multiple push SDKs from
device manufacturers and third-party providers. Despite their wide-
spread use, prior studies have focused mainly on Google’s Firebase
Cloud Messaging, leaving the security risks of other push services
largely unexplored. In this paper, we present a systematic security
assessment of the Android push notification ecosystem, covering
11 mainstream push SDKs and 52,748 apps across multiple Android
app markets. Our analysis reveals three classes of security risks
across the push notification workflow: server secret leakage, notifi-
cation hijacking, and plaintext exposure of notification payloads.
Specifically, we identify 517 apps that leak server secrets, account-
ing for at least 78.79 billion cumulative installs. These leaks enable
attackers to forge notifications with attacker-controlled titles and
bodies, redirect users to arbitrary URLs after a click, and, in 9 of
the 11 evaluated push services, broadcast such notifications to all
users. We further show that four widely used push SDKs are vulner-
able to notification hijacking, enabling attackers to reroute victim
notifications. In addition, among the 110 communication-oriented
apps we evaluated, none protects notification payloads before they
enter push service infrastructure, leaving sensitive content exposed
in plaintext. These findings show that securing real-world push
services requires stronger protections from both app developers
and push service providers, highlighting the need for more secure
push deployment in industry practice. We responsibly disclosed the
issues to push service providers and app developers, and received
acknowledgments from affected parties.
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1 Introduction
Push notifications are a core communication mechanism in modern
mobile apps, enabling timely delivery of messages, alerts, transac-
tion confirmations, and other user-facing updates. For Android apps,
however, notification delivery is complicated by ecosystem frag-
mentation: no single push service provides reliable coverage across
all devices and markets. To improve delivery reliability, develop-
ers therefore commonly integrate multiple push SDKs from device
manufacturers and third-party providers. However, this multi-SDK
strategy requires developers to manage different security assump-
tions and configurations across multiple push services, increasing
system complexity and security management overhead.

The security implications of this ecosystem remain insufficiently
understood in three important respects. First, prior work [31, 44]
has focused mainly on Google’s Firebase Cloud Messaging, leaving
the broader landscape of push services from device manufactur-
ers and third-party providers largely unexplored. Second, exist-
ing large-scale measurements [36] are often confined to Google
Play, which does not fully capture the fragmented Android mar-
kets in which alternative push services are more prevalent. Third,
prior studies [32, 35, 41] have mostly examined isolated problems
such as abusive notification behaviors, identity-binding attacks,
or provider-specific privacy leakage, rather than systematically
analyzing security risks across the push notification workflow.
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To address these gaps, we conduct a systematic security assess-
ment of the Android push notification ecosystem. We extend the
scope beyond Google’s Firebase Cloud Messaging by analyzing
11 mainstream push SDKs, including push services from device
manufacturers such as Huawei Push Kit, and widely deployed third-
party providers. To better reflect the fragmented Android ecosystem
beyond Google Play, we further include apps from Huawei App-
Gallery, one of themost prominent alternative Android appmarkets,
and build a dataset of 52,748 real-world apps. This broader cover-
age gives us a more realistic view of security risks in real-world
Android push service deployments. In addition, rather than focus-
ing on isolated notification abuses or provider-specific issues, we
systematically examine security risks across the push notification
workflow, including server secret leakage, notification hijacking,
and plaintext exposure of notification payloads.

Our security assessment yields three main findings. First, across
52,748 apps, we identify 517 that leak server secrets, accounting
for at least 78.79 billion cumulative installs. These leaked secrets
give attackers high-privilege control over notification delivery, al-
lowing them to forge notifications with attacker-controlled titles,
bodies, post-click URLs, and delivery targets. Such control can be
abused for phishing, scams, and other social-engineering attacks
by redirecting users to arbitrary websites after a click. For several
providers, leaked secrets also expose management APIs that allow
attackers to access notification history and manipulate push con-
figurations. Second, we show that four widely used push SDKs are
vulnerable to notification hijacking, allowing attackers to prevent
victims from receiving notifications, redirect victim-targeted mes-
sages to attacker-controlled devices, and thereby expose private
notification content to unauthorized recipients. Third, among 110
communication-oriented apps we evaluate, none protects notifica-
tion payloads before they enter push service infrastructure, leaving
sensitive content exposed before delivery. This risk is closely related
to a common push delivery design, in which notification content
is handed directly to the push SDK for display before the app can
process it. Overall, these findings reveal that widely deployed push
services still expose systemic security risks in real-world Android
deployments, underscoring the need for stronger safeguards in in-
dustry practice. We responsibly disclosed the identified issues to
push service providers and app developers, and received acknowl-
edgments from affected parties.

In summary, our work makes the following contributions:

• We present a systematic security assessment of the Android
push notification ecosystem, covering multiple push service
providers and app markets rather than focusing on a single
provider or distribution channel.

• We conduct a workflow-oriented security analysis spanning
device registration and message delivery, through which we
identify three security risks: server secret leakage, notification
hijacking, and plaintext exposure of notification payloads.

• We provide empirical evidence that these risks have serious
real-world impact, including attacker-controlled notification
delivery, notification rerouting, and exposure of sensitive con-
tent within push service infrastructure.

Organization We begin in Section 2 with the Android push
notification workflow and its security foundations. In Section 3,

we present the three security risks together with the correspond-
ing threat model. Section 4 describes our analysis approach, and
Section 5 presents our experimental results. We then discuss miti-
gation strategies and limitations in Section 6, review related work
in Section 7, and conclude the paper in Section 8.

2 Background
2.1 Android Push Notification Workflow
The Android push notification workflow involves four core entities:
(1) the app client on the user’s device, (2) the push SDK integrated
into the app, (3) the cloud server operated by the push service
provider, and (4) the app server maintained by the developer. As
shown in Figure 1, the Android push notification workflow consists
of two phases: Device Registration and Message Delivery.

Cloud Server App ServerApp Client Push SDK

1.  integration
2. get 

Registration ID

3. return 
Registration ID

4. callback

5. upload Registration ID and user binding

6. submit message
7. transfer message

8. callback

Device Registration Phase

Message Delivery Phase

Figure 1: Standard Android push notification workflow, in-
cluding device registration and message delivery.

Phase 1: Device Registration. Before push messages can be
delivered, the app must first register the device with the push ser-
vice. This phase starts with SDK integration (Step 1 in Figure 1),
where the developer embeds the push SDK into the app together
with the required service credentials and configuration values (e.g.,
the App Key). When the app launches, the SDK initializes using
these embedded settings and sends a registration request to the
cloud server (Step 2). The cloud server then returns a Registration
ID (RID) to the push SDK (Step 3), which serves as the device’s
unique identifier within the push service and is later used to target
the device during message delivery. After receiving the RID, the
SDK invokes a callback to notify the app client that registration
has completed successfully (Step 4). The app client subsequently
uploads the RID to the developer’s app server (Step 5), allowing the
backend to bind the app instance to its corresponding push address
for future message delivery.

Phase 2: Message Delivery. Once device registration is com-
plete, the developer’s backend can send push messages through the
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provider’s push API. This phase starts with message submission
(Step 6 in Figure 1). To send a message, the app server constructs a
message payload and authenticates to the cloud server using the
high-privilege Server Secret, a server-side credential required
for privileged API access. Typically, the app server targets specific
devices by specifying their previously stored RIDs. Some push ser-
vices also support broadcast delivery, allowing developers to send
messages without specifying individual device identifiers. After
validating the request, the cloud server forwards the message to the
target device through a persistent background connection, typically
a long-lived TCP connection, and delivers it to the push SDK (Step
7). The final step is message handling on the device (Step 8). After
receiving the payload, the push SDK processes it according to the
message type: it either automatically displays a system notification
for standard notifications or invokes a callback to pass the raw data
to the app client for custom handling of pass-through messages.

2.2 Message Types and Security Foundations
The final step of the workflow already highlights the role of message
types in push delivery. To support the later analysis, we briefly
introduce these message types together with the authentication
and identification mechanisms that determine how messages are
submitted and routed to devices.

Message Types. Push services generally support two main mes-
sage types: standard notifications and pass-through messages. Stan-
dard notifications are processed directly by the push SDK and dis-
played as system notifications. Their structure is therefore usually
fixed, typically consisting of a title and a body, and their content is
not handled by the app before display. By contrast, pass-through
messages deliver raw data, often in JSON format, to the app without
triggering an immediate visual alert. This design gives developers
more flexibility, but it also means parsing, interpretation, and any
protection of the message content must be handled by the app itself.

Authentication and Identification. While the way a push
message is handled on the device depends on its message type, push
delivery also requires mechanisms for authenticating requests and
identifying target devices. For service authentication, developers
typically obtain a public App Key and a private Server Secret. The
App Key is embedded in the app during push SDK integration and
used to initialize the SDK on the client side. The Server Secret, by
contrast, is kept on the backend and used to authenticate server-side
requests, such as push API calls and related management operations.
For device identification, the push service assigns a RID to the device
during registration, which is later used to address the device during
message delivery. The exact mechanism for RID generation and
binding varies across push service providers.

3 Insecure Practices
Within the push notification workflow shown in Figure 1, we ex-
amine three security risks that arise at different steps of device
registration and message delivery. Specifically, we focus on Step
1, where the app integrates the push SDK and related credentials;
Steps 2–3, where the push service assigns the RID; and Step 6,
where the app server submits message payloads to the push service
provider. Failures at these steps can lead to three distinct classes
of risk: insecure integration may expose server secrets, insecure

RID assignment may enable notification hijacking, and insufficient
payload protection may expose sensitive content to push service
infrastructure. These risks are distinct and can arise independently.
Any one of them can lead to serious security consequences on its
own. At the same time, they can all be understood within the same
push notification workflow. The following subsections describe, for
each risk, the underlying security assumption, how it fails in prac-
tice, and the resulting security impact, before briefly summarizing
the corresponding threat model.

3.1 Server Secret Misconfiguration
Server secret misconfiguration refers to the exposure of highly privi-
leged backend secrets in client-side app packages. In the push notifi-
cationworkflow shown in Figure 1, this risk arises at Step 1 of device
registration, where the app integrates the push SDK and related
credentials. A secure design requires that high-privilege backend
credentials, especially the Server Secret, remain in developer-
controlled backend environments and never be embedded into
client-side code or resources. In practice, this assumption can be vi-
olated during SDK integration when developers package the server
secret into the APK and treat it as a normal initialization param-
eter. This risk often stems from ambiguous SDK setup guidance
and weak separation between client-side configuration values and
server-side secrets. Once embedded in the app package, the secret
can be extracted through reverse engineering.

Server secret misconfiguration can give attackers backend-level
control over the push service. In the most direct case, attackers
can send notifications with attacker-controlled titles and bodies;
for some push services, such notifications can also be broadcast to
all users of the app. Attackers then can craft alluring notifications
to induce clicks and further control the redirection logic, which
can be abused to route users to phishing pages, malicious landing
pages, or unauthorized app promotions. For several push services,
attackers may further access management functions beyond mes-
sage delivery. These functions can include querying push history
and modifying tags or segments, which can affect user management
and app business logic. If the same secret is reused across multiple
apps or shared through common service configuration, a leak in one
app may also affect other apps maintained by the same developer.

3.2 Deterministic RID Hijacking
Deterministic RID hijacking occurs at Steps 2–3 of device registra-
tion, when replaying the same device-side identifiers causes the
push service to assign the same RID. Ideally, at this step, the secu-
rity assumption is that the RID should not be reproducible from
device-side identifiers that can be harvested or spoofed. However,
this assumption breaks down when the backend deterministically
derives the RID from client-supplied identifiers, meaning that sub-
mitting the same identifiers repeatedly yields the same RID. In
contrast, more robust designs incorporate server-side randomness
or session-specific state, so replaying the same device-side identi-
fiers alone does not reproduce the same RID.

If an attacker can replay device-side identifiers from a victim
device, deterministic RID assignment may cause the push service
to return the victim’s RID and bind it to the attacker’s connection.
The push service then treats the attacker’s device as the active
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delivery route for that RID. As a result, the legitimate user may stop
receiving notifications, and messages intended for the victim may
be redirected to the attacker’s device until the victim re-registers
with the push service. Beyond service disruption, this also creates a
direct privacy risk, as private notification content may be exposed
to the attacker during the hijacked period.

3.3 Plaintext Payload Exposure
Plaintext payload exposure arises at Step 6 of message delivery,
when the app server submits message payloads to the push service
provider. At this step, a secure design requires that sensitive content
should be protected before it enters provider infrastructure, rather
than relying solely on transport-layer protection. This assumption
breaks down when apps send messages in plaintext and depend
only on TLS for protection. Although TLS protects the network
channel from external eavesdroppers, it only secures the payload in
transit; once the payload reaches the provider’s gateway, it remains
visible to the provider for routing and processing. In the standard
notification path, the payload is rendered directly by the push SDK,
leaving the app no opportunity to process or decrypt it before
display. To preserve the simplicity of this model, developers often
keep notification content in plaintext unless they explicitly redesign
the notification flow or add their own end-to-end protection.

If the payload contains sensitive information, such as one-time
passwords, private chat messages, or financial alerts, that infor-
mation becomes visible inside provider infrastructure even when
transport security is in place. Depending on provider-side opera-
tions, such content may also be retained in logging or analytics
systems. As a result, sensitive notification content becomes exposed
once it passes through the push service.

3.4 Threat Model
The three risks discussed above do not share a single adversary
model. (1) For server secret misconfiguration, we assume an
external attacker whose goal is to obtain the server secret and abuse
the push service. This attacker can obtain the distributed APK, ex-
tract embedded secrets through reverse engineering, and invoke
the provider’s public push APIs. (2) Deterministic RID hijacking
involves two practical attacker settings. In the first, the attacker is
a network observer who can monitor traffic in which replayable
identifiers are exposed, including the Android system identifier
android_id and third-party-generated identifiers. In practice, this
can happen when such identifiers are transmitted over observable
HTTP traffic [40, 43], particularly when the victim and attacker are
connected to the same public Wi-Fi network or when the traffic
routes through an attacker-controlled Wi-Fi access point [22, 42].
In the second, the victim installs a seemingly benign but actually
malicious app that, with standard non-root permissions, may har-
vest replayable identifiers from accessible external storage or legacy
files and pass them to the attacker. The attacker can then replay
these identifiers on an attacker-controlled device to spoof regis-
tration and hijack the victim’s notification route. (3) Plaintext
payload exposure does not require an active attacker who breaks
TLS. Instead, the risk exists because sensitive content is sent in
plaintext and can therefore be read by the push service provider

during routing and processing, and may also enter internal logging
or analytics systems depending on provider-side operations.

4 Approach
To study security risks in real-world push deployment, we design
a workflow-oriented analysis approach for the Android push no-
tification ecosystem. Our approach follows the push notification
workflow introduced in Section 2 and is organized around the cor-
responding security assumption failures defined in Section 3. Fig-
ure 2 illustrates the overall architecture of our proposed approach.
Specifically, we examine SDK integration to detect server secret
misconfiguration (Section 4.1), registration to analyze determinis-
tic RID hijacking (Section 4.2), and message submission to verify
plaintext payload exposure (Section 4.3).

integration

assign RID

submit message

App Client

Push SDK

Cloud Server

App Server

§4.1 Detecting Server Secret Misconfiguration

response

regex

filter

decompile

pass

Xml Code Strings

Apk Candidate 
Credentials

App Key

Push API

Validate

back 
analysis

app
reinstall

spoof

§4.2 Analyzing Deterministic RID Hijacking

Locate
RID

Register
Request

Identify
Parameters Validate

§4.3 Verifying Plaintext Payload Exposure

Result
Intercept Runtime Payloads

hook intercept

Normal 
Process

Target API Payload

Inspecting Client-Side Processing Flow

locate forward
analysis

Apk Code Target API Data Flow

Figure 2: Overview of our workflow-oriented approach, con-
sisting of three analysis components aligned with different
steps of the push notification workflow.

4.1 Detecting Server Secret Misconfiguration
We begin with Step 1 of the push notification workflow, where
developers integrate push SDKs and configure initialization cre-
dentials. Our analysis focuses on whether backend-only secrets are
embedded in APKs and validates the extracted credentials through
a three-stage pipeline consisting of APK preprocessing, credential
filtering and pairing, and controlled API-based validation.
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APK Preprocessing. In the first stage, we use static analysis
tools such as Androguard [3] and ClassyShark [5] to decompile the
target APKs. We then extract string constants from three common
locations where push SDK credentials may be configured: the app’s
Dalvik bytecode (classes.dex), metadata entries in AndroidMani
fest.xml, and resource files such as strings.xml.

Filtering and Pairing Credentials. Using the extracted raw
strings, we apply heuristic rules, such as length constraints and
vendor-specific prefixes, together with regular expressions to con-
struct a candidate pool of potential App Keys and Server Secrets.
To verify whether a candidate Server Secret is valid, we first
pair it with its corresponding App Key, which serves as the re-
quired initialization credential for the push SDK. Because devel-
opers must include the App Key in the app to establish stable
client-side connectivity, it is generally retrievable from the APK.
We identify two common configuration patterns for App Keys and
apply a corresponding extraction strategy to each. The first pattern
is metadata-driven configuration, where the key is stored as an
XML attribute (e.g., JPUSH_APPKEY). In this case, we directly parse
the manifest to retrieve the value. The second pattern is code-driven
configuration, where the key is embedded in code and programmat-
ically passed as an argument to push SDK initialization APIs (e.g.,
PushManager.startWork(context, LOGIN_TYPE, APP_KEY) in
Baidu Cloud Push). For this pattern, we first leverage the push
provider’s API error-handling behavior as a lightweight signal. If
the push API returns distinguishable errors for an invalid App Key
and an invalid Server Secret, we use these responses to validate
candidate pairings without performing deeper static tracing. Other-
wise, when the API exposes only ambiguous authentication failures,
we fall back to static argument tracing with LeakScope [51], a static
analysis framework for tracing value flows in Android apps, to
locate the App Key passed into push SDK initialization calls.

Validating Candidate Secrets. After pairing each candidate
Server Secret with the correct App Key, the final stage performs
controlled validation. Since Server Secrets are intended to re-
main strictly on the backend, any valid secret extracted from an
APK indicates a confirmed misconfiguration. To validate candidates
without violating ethical boundaries or disrupting real users, we
use a safe probing strategy based on the API’s return values.

For each verification request to the push API, we intentionally
pair the candidate credentials with a NULL or syntactically invalid
target user identifier. We then infer the secret’s validity from the
specific error codes returned by the server. If the secret is invalid,
the request is rejected at the authentication stage and returns an
authorization error (e.g., “Invalid Server Secret”). If the secret is
valid, the request passes authentication but fails at the routing stage
because the target identifier is intentionally malformed, returning
a logical error (e.g., “User Not Found”). This distinction allows us
to validate exposed secrets based solely on API behavior, without
sending arbitrary content to end users. To further reduce opera-
tional impact, we rate-limit all probing requests to a conservative
frequency (e.g., one request every five seconds).

4.2 Analyzing Deterministic RID Hijacking
Next, we analyze Steps 2–3 of the push notificationworkflow, where
the client sends a registration request and the push service assigns a

RID. At this step, our goal is to determine whether RID assignment
depends on replayable device-side identifiers and whether such a
design can enable notification rerouting in practice. To do so, we
build a minimalist test app for each target push service and apply a
three-stage procedure: locating the registration request, identify-
ing the parameters that influence RID assignment, and validating
rerouting through targeted spoofing.

Locating the Registration Request. The first stage is to locate
the network request function that obtains the RID from the push
service. However, directly searching for this request in a decom-
piled APK is often difficult, because the relevant registration code
logic inside push SDKs is usually complex and may also be obfus-
cated. Instead, we start from an observation: most push SDKs store
the assigned RID locally, for example in SharedPreferences or
internal storage files, so that the app can efficiently reuse it across
subsequent sessions. This provides a more tractable analytical entry
point. Once the local RID storage location is identified, we man-
ually inspect the corresponding write logic and trace the related
code path backward to recover the registration request function
that obtains the RID from the push service. A direct search for
the RID in local storage is often ineffective, because many SDKs
encrypt the RID before storing it. To address this problem, we use
public SDK getter APIs (e.g., getRegistrationId()) as reliable
entry points. By inspecting how these getter methods retrieve and
decode the RID, we can locate the corresponding storage location
and the associated decryption logic. We then manually identify the
write operation for that storage location and follow the relevant
control and data flow backward to recover the complete registration
request function and its precise payload structure, even when the
RID is stored in encrypted form or the SDK code is obfuscated.

Identifying RID-Determining Parameters.After locating the
registration request function and recovering its payload structure,
we analyze which registration parameters influence RID assign-
ment. To do so, we first install and initialize the test app on a clean
device while capturing the registration traffic, and then repeat the
same process after a clean reinstallation on the same device. We
compare the registration payloads from these two runs and di-
vide the parameters into two categories. Static parameters (e.g.,
android_id or hardware serials) remain unchanged across rein-
stallations, whereas dynamic parameters (e.g., random nonces or
resettable identifiers) vary. We then evaluate how these parameter
variations affect the server’s RID assignment behavior. If the server
returns the same RID after reinstallation, this suggests that RID
assignment is deterministically derived from static parameters. If
the RID changes, the backend assignment logic is not solely deter-
mined by static identifiers. This may indicate either dependence on
dynamic parameters or a more robust design in which RID assign-
ment is not determined solely by the client payload. In the former
case, security still depends on whether those dynamic parameters
can be practically obtained by an attacker. Therefore, in both cases,
we further assess whether the RID-determining parameters are
practically obtainable, namely, whether they are exposed in observ-
able network traffic (e.g., plaintext HTTP) or stored in a location
accessible to a third-party app with standard non-root permissions.

Validating Rerouting via Spoofing. In the final stage, we
validate whether spoofed identifiers can successfully reroute notifi-
cations in practice. Using the dynamic instrumentation framework
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Frida [4], we hook the registration request function identified in
the first stage. Based on the dependency inferred in the second
stage, we perform a targeted parameter spoofing experiment: on an
attacker’s test device, we intercept the registration request and re-
place the RID-determining parameters, whether static or dynamic,
with values obtained from the victim’s device. If the push service
returns the victim’s active RID to the attacker, we then test whether
downstream notifications are actually rerouted. We send a test no-
tification through the push service provider’s API. If the attacker’s
device receives the notification while the victim’s device does not
receive the same notification, we confirm that rerouting succeeds
in practice. This result indicates that the push SDK design is funda-
mentally flawed and practically exploitable.

4.3 Verifying Plaintext Payload Exposure
Finally, we examine Step 6 of the workflow, where the app server
submits message payloads through the push service provider’s API.
At this step, we verify whether sensitive content remains in plain-
text before entering the provider infrastructure. To achieve this, we
adopt a two-stage procedure that combines runtime payload inter-
ception with static inspection of client-side message processing.

Intercepting Runtime Payloads. Our primary method is to
detect plaintext exposure through dynamic API hooking. We set
up a controlled environment with two physical devices: a Sender
(Device A), which manually triggers target scenarios such as chat
messages or transaction alerts, and a Receiver (Device B), which is
instrumented with Frida. Manual triggering is necessary because
many target scenarios, especially chat delivery, depend on prior
account setup, user interaction, and relationships between devices
(e.g., adding Device B as a contact), making reliable automation
difficult. On the receiver side, we hook the callback APIs of the
integrated push SDKs. For standard notifications, we intercept
the callbacks responsible for rendering system notifications (e.g.,
onNotificationArrived). For pass-through messages, we hook
the callbacks that receive raw payload data (e.g., onReceiveMessa
geData). If the intercepted payload contains recognizable plaintext
sensitive content, we conclude that the corresponding notification
path lacks end-to-end protection.

Inspecting Client-Side Processing Flow. When dynamic trig-
gering is infeasible because of complex business logic, strict trigger-
ing conditions, or account restrictions, we instead analyze the client-
side message processing flow statically. The goal of this stage is to
infer whether the payload was protected before it was submitted to
the push service. If the app server encrypts message content before
submission, the client should perform a corresponding decryption
after receiving the message. Conversely, if the received payload is
extracted and used directly without any decryption, this suggests
that the message was sent in plaintext. Based on this reasoning, we
decompile the target app (e.g., using JEB [7] or JADX [6]) and locate
the implementation of the push SDK listener interfaces. Starting
from the notification entry point (e.g., the developer-overridden
onMessageReceived method), we perform forward data flow anal-
ysis on the received message parameter. We trace the propagation
of this parameter to determine whether it goes through any de-
cryption routine (e.g., AES- or RSA-based processing) before it is
processed by the app logic or rendered to the UI. If the payload is

directly extracted and processed without a preceding decryption,
we likewise conclude that the corresponding notification path lacks
end-to-end protection.

5 Experimental Results
This section evaluates the three identified risks from three perspec-
tives: their prevalence in the real world, their practical exploitability,
and their security impact in deployed push services. We begin by
introducing the experimental setup, and then present the results
on server secret misconfiguration, deterministic RID hijacking, and
plaintext payload exposure.

5.1 Experimental Setup
App Dataset. To empirically assess the prevalence of the identi-
fied security risks in real-world apps, we construct a large-scale
dataset of 52,748 Android apps. Our data collection, completed in
May 2025, covers two major Android app markets: Google Play [1]
and Huawei AppGallery [2], one of the largest markets in China.
By combining these two sources, we compare apps from different
Android distribution environments, where developers often rely on
different push services. To ensure that our study reflects real-world
impact, we collect 28,457 high-profile apps from the AndroZoo
repository [12], selecting those with more than one million down-
loads on Google Play. To complement this dataset, we develop a
custom crawler to collect 24,291 apps from Huawei AppGallery.

Target Push Services.We focus our analysis on 11 widely used
push notification services, including both globally deployed services
and major providers in the Chinese market: Firebase Cloud Messag-
ing (FCM) [19], OneSignal [39], Airship [10], JPush [25], GeTui [21],
Umeng [46], Alibaba Cloud Push [11], Tencent Cloud Push [45],
Baidu Cloud Push [13], Huawei Push Kit [23], and MobPush [38].

We select these services based on two considerations: market
prevalence and platform accessibility. To ensure that our study
reflects real-world usage, we focus on services with broad market
adoption. Based on keyword searches and industry insight reports,
such as the SDK analysis provided by 42matters [9], services like
FCM, OneSignal, and Airship consistently rank among the most
widely integrated push SDKs on Google Play. Similarly, JPush, Ge-
Tui, Umeng, and major cloud-backed push services such as Baidu
Cloud Push, Alibaba Cloud Push, and Tencent Cloud Push remain
influential in China’s third-party push service ecosystem.

For device-manufacturer push services, we include only Huawei
Push Kit in our study, because access to similar services from other
manufacturers is much more difficult. Although major manufactur-
ers such as Xiaomi, Vivo, and Oppo also provide their own push
services, access typically requires stricter verification, including
enterprise developer accounts and business-license certification.
These requirements create a practical barrier for security research.
In contrast, Huawei Push Kit allow for broader accessibility, en-
abling us to register accounts and conduct the required validation
experiments without corporate credentials.

5.2 Server Secret Misconfiguration
Applying the analysis pipeline described in Section 4.1, we iden-
tify 517 apps leaking server secrets. These affected apps account
for at least 78.79 billion cumulative installs, indicating that server
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secret misconfiguration remains both prevalent and high-impact in
real-world push integration. The distribution of these cases differs
substantially between the two analyzed app markets. Specifically,
501 affected apps come from Huawei AppGallery, whereas only 16
are found in the Google Play dataset. This disparity partly reflect
differences in credential guidance and integration models across
push services. Among the 11 services, only MobPush, Airship, and
OneSignal explicitly warn developers not to embed server-side
credentials in APKs, whereas the other services do not provide com-
parably explicit guidance. Nevertheless, MobPush still accounts
for the largest number of credential leaks, indicating that docu-
mentation alone is insufficient. Integration design may also affect
the likelihood of accidental credential exposure. For most of the
affected services, backend credentials are provided as standalone
secret strings that can be directly embedded in client-side source
code or resource files. FCM, by contrast, authenticates backend
requests using a service-account JSON file. Accidental exposure
would therefore typically require developers to mistakenly bundle
the backend credential file into the APK. This file-based model
introduces an additional barrier to accidental credential embedding,
although it does not eliminate the risk entirely.

Table 1: Distribution of leaked server secrets by marketplace
and push service.

Push Service Huawei AppGallery Google Play Total Leaks
MobPush 329 2 331
Umeng 88 1 89
Huawei Push Kit 34 3 37
JPush 22 0 22
GeTui 19 0 19
Baidu Cloud Push 5 4 9
Alibaba Cloud Push 4 0 4
Tencent Cloud Push 1 0 1
FCM 0 5 5
OneSignal 0 1 1
Airship 0 0 0
Total 501 16 517

Note: The summation of individual push SDK leaks in the Huawei AppGallery column
(502) is slightly higher than the total count of unique affected apps (501). This
discrepancy is because one single app in our dataset leaks server secrets for multiple push
services simultaneously.

Table 1 summarizes the distribution of leaked server secrets
across the 11 target push services. The results show that these
leakage cases are highly concentrated in a small set of push services
that are widely used in China. MobPush accounts for the largest
number of leaks, with 331 affected apps, followed by Umeng with
89. Other major services, including Huawei Push Kit, JPush, and
GeTui, also exhibit varying degrees of server secret exposure.

Although globally deployed push services appear less affected
overall, they are not immune to misconfiguration. In the Google
Play dataset, we identify five cases in apps using FCM and one case
in OneSignal. We also observe cross-market usage of push services:
for example, Baidu Cloud Push and Huawei Push Kit, which are
more commonly used in China, also appear in the Google Play
dataset and contribute to the detected leaks.

Practical Consequences of Leaked Server Secrets. Beyond
prevalence, we examine the practical consequences of leaked server

secrets. Once attackers obtain a leaked server secret, they can au-
thenticate to the push API and gain high-privilege control over
notification delivery. This allows them to specify both the notifica-
tion content, including the title, body, and the URL opened when
the notification is clicked, and the delivery targets, such as app
users. For 9 of the 11 evaluated push services, such notifications
can also be broadcast to all users of the app without requiring indi-
vidual RIDs. By contrast, FCM and Huawei Push Kit do not support
unrestricted broadcasting and instead require valid delivery targets,
such as specific RIDs. Even so, leaked secrets in these services still
enable targeted notification abuse once such targets are known.

In practice, attacker-controlled notifications can be used to spread
false or misleading information at scale, impersonate trusted app
messages, or send repeated spam and nuisance notifications. Such
abuse can undermine user trust, damage the app’s reputation, and
degrade the overall user experience. In addition, control over the
post-click URL creates a direct social-engineering risk. Attackers
can craft persuasive notifications, such as fake prize claims, promo-
tional offers, or urgent account alerts, to lure users into clicking.
Once clicked, the notification can redirect users to arbitrary web-
sites, thereby enabling phishing, malicious landing pages, drive-by
malware downloads, or other deceptive attacks.

For several providers, the impact extends beyond notification
delivery. In these cases, possession of the leaked server secret alone
is sufficient to access provider-side management APIs, without re-
quiring individual RIDs. Our verification shows that leaked secrets
for Alibaba Cloud Push, Tencent Cloud Push, Baidu Cloud Push,
and OneSignal allow attackers to query historical push records, en-
abling large-scale access to past notification logs. Likewise, JPush,
Alibaba Cloud Push, Baidu Cloud Push, and OneSignal expose APIs
for querying and manipulating existing tags or segments, which are
commonly used to group users for targeted delivery. Attackers can
first enumerate existing tag or segment names through the query
APIs requiring only the leaked server secret, and then rely on the
returned values to perform subsequent modification or deletion
operations. Since push campaigns often rely on these attributes for
audience targeting and user grouping, such tampering may disrupt
user management, segmentation logic, and business operations.

The most severe case appears in Alibaba Cloud Push, where
leaked push credentials can extend beyond notification operations.
Unlike service-specific push credentials, the secrets used for Al-
ibaba Cloud Push (AccessKeyId and AccessKeySecret) may also
function as account-level credentials for other services in the same
cloud platform. In the affected cases, we verify that these leaked
credentials grant unauthorized access to additional cloud resources,
specifically the Object Storage Service (OSS). This finding shows
that, in some deployments, a push integration misconfiguration
can expose cloud resources beyond the notification channel, includ-
ing data stored in the developer’s OSS buckets. More broadly, it
suggests that push credentials may unintentionally unlock other
interconnected services in the same cloud platform.

Finally, the impact of a leaked server secret can extend beyond a
single app. To understand this broader risk, we examine how far
one leak can propagate across related apps maintained by the same
developer. Our analysis reveals two cross-app misconfiguration
patterns. The first is Shared App Keys, where multiple apps are con-
figured to use the same app key and therefore share the same server
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secret. Under this pattern, we identify nine additional affected apps
that do not leak the secret directly but remain exposed because
they share the same push configuration with another app from the
same developer that leaks it, including four cases in Umeng, three
in GeTui, one in Baidu Cloud Push, and one in Huawei Push Kit.
The second is Credential Reuse, where different apps use different
app keys but are configured with the same server secret. In this
case, a secret leaked from one app may also authenticate requests
for other apps maintained by the same developer. We observe this
pattern in two apps using Baidu Cloud Push. Although this specific
case does not reveal additional affected apps in our current dataset,
it confirms the broader risk that a leak in one project can laterally
endanger other apps maintained by the same developer.

Given the severity and practical impact of this issue, we also
conducted responsible disclosure to affected app developers. Among
the contacted developers, 11 acknowledged the issue and began
remediation, of these, seven indicated that a fix had been deployed.
These included several top-ranked consumer apps, such as leading
search and video platforms, whose combined cumulative installs
are close to 66.4 billion.

5.3 Deterministic RID Hijacking
Following the analysis workflow described in Section 4.2, we eval-
uate whether RID assignment in mainstream push SDKs can be
reproduced from accessible device-side identifiers and whether
such behavior enables practical notification hijacking.

Table 2: Practical feasibility of deterministic RID hijacking
across push services

Push Service Practically Hijackable Determining Value / Why Not Practical
Baidu Cloud Push ! android_id

JPush ! android_id

Umeng ! utdid

Alibaba Cloud Push ! utdid

GeTui % Depends on UUID and Timestamp
Airship % Depends on FCM RID
Tencent Cloud Push % RID Not Reproduced
Huawei Push Kit % RID Not Reproduced
MobPush % RID Not Reproduced
FCM % RID Not Reproduced
OneSignal % RID Not Reproduced

Note:! indicates that deterministic RID hijacking is practically feasible for the push
service in our evaluation.% indicates that the attack is not practical because the
determining values cannot be reused, or replay does not result in successful hijacking.

Our analysis shows that 4 of the 11 evaluated push services
are susceptible to deterministic RID hijacking. As summarized in
Table 2, these services assign the same RID when the same deter-
mining device-side identifiers are replayed, even after app reinstalla-
tion. Specifically, Baidu Cloud Push and JPush rely on android_id.
When we inject a victim’s android_id into a controlled device,
the push service assigns the same RID associated with the vic-
tim. Similarly, Umeng and Alibaba Cloud Push depend on utdid, a
widely-used third-party-generated identifier.

In contrast, the remaining seven services do not lead to practical
hijacking in our experiments. GeTui depends on a UUID and times-
tamp included in the registration request. Although replaying these
values can reproduce the same RID, they are generated for each

request and not stored locally, which prevents practical reuse by an
attacker. Airship depends on the RID assigned by FCM. In our analy-
sis, this FCMRID is stored in the app’s private SharedPreferences,
which makes it less likely to be exposed and thus limits the prac-
ticality of replay-based hijacking. The other five services, namely
Tencent Cloud Push, Huawei Push Kit, MobPush, FCM, and OneSig-
nal, do not reproduce the same RID in our experiments, even when
the observed registration payload is replayed.

The practical feasibility of deterministic RID hijacking depends
on whether the determining identifiers can be obtained in realistic
settings. For android_id, the main risk comes from network ex-
posure. Because it is not treated as a highly sensitive identifier by
many apps, it may be transmitted in plaintext in ordinary network
requests, allowing a network observer to obtain it. For utdid, the
risk comes from local exposure. Previous research has shown that
utdid may be stored in external storage by third-party identifier
SDKs, where it can introduce cross-app exposure risks [17]. Thus,
a seemingly benign but malicious app can obtain it with standard
non-root permissions. Taken together, these exposure paths make
the attack practical, because the identifiers used to determine RID
assignment can be harvested from the victim’s environment.
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Run Victim App

Registration Request

process request 
& assign RID

Return RID

network observe / malicious app

Hook Registration 
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Figure 3: Attack flow of deterministic RID hijacking.

Figure 3 illustrates the attack flow of deterministic RID hijacking.
Before the attack takes place, the victim runs the target app nor-
mally, and the push service processes the registration request and
assigns a RID to the victim device, as shown in Step 1. The attack
begins once the attacker obtains the victim’s identifiers in Step 2. In
Step 3, the attacker runs the victim app on an attacker-controlled
device and uses a dynamic analysis tool such as Frida to hook the
registration request sent by the integrated push SDK. The attacker
then replaces the RID-determining parameters in that request with
the identifiers obtained from the victim device and submits the
modified registration request. In the affected push services, the
server returns the RID originally assigned to the victim and binds
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that RID to the attacker’s connection (Step 4). The push service con-
sequently treats the attacker’s device as the active delivery route
for that RID. When a notification is later sent to the same RID,
it is forwarded according to this new binding state (Step 5). As a
result, the legitimate user no longer receives subsequent notifica-
tions, and notifications intended for the victim are rerouted to the
attacker’s device until the victim re-registers with the push service.
This causes both service disruption for the victim and direct privacy
exposure, since private notification content can be disclosed to the
attacker during the hijacked period.

Since this issue lies in the registration design of the push service
itself, we submitted responsible disclosure reports to the affected
push service providers. Following our disclosure, JPush acknowl-
edged the issue and deployed a fix. Our retesting confirmed that
replaying the same identifiers no longer reproduced the same RID.

5.4 Plaintext Payload Exposure
Applying the two-stage verification procedure outlined in Sec-
tion 4.3, we evaluate whether apps protect message payloads before
those payloads enter push service infrastructure. We select 110
communication-oriented apps, a category in which the confidential-
ity of delivered content is especially important because notifications
often carry private chat messages or message previews. Specifically,
for each of the 11 investigated push services, we select the top 10
communication-oriented apps, allowing our evaluation to cover
both widely used apps and different push service ecosystems.

Our results show that payload protection is absent throughout
the tested sample. Among the 110 apps, none (0%) protects message
payloads before they are submitted to the push service provider. In
all tested cases, sensitive chat content is transmitted in plaintext
through the push service, indicating that plaintext payload exposure
is pervasive among communication-oriented apps.

During dynamic analysis, our Frida hooks intercept the raw
message payloads arriving at the device before they are processed
by the app. In every tested app, when the sender transmits a chat
message, the same text appears in the callback arguments received
by the push SDK, such as onNotificationArrived or onReceiveM
essageData. This provides direct runtime evidence that the payload
remains readable when it passes through the push service. To rule
out the possibility that protection is enabled only in scenarios not
triggered during dynamic testing, we also perform static fallback
analysis on these apps. The code inspection confirms our dynamic
observations: the tested apps directly extract the payload from the
received message object and pass it to UI rendering logic or local
storage, and we observe no decryption routine, such as AES or RSA,
on the data flow path between the SDK receiver and the app logic.

This pattern is closely related to the two message types sup-
ported by push services. For standard notifications, the submitted
payload is handled directly by the push SDK for notification dis-
play, leaving the app no opportunity to process or decrypt it before
display. By contrast, pass-through messages are first delivered to
the app without an immediate visual alert, allowing developers to
process the message, including decryption, before explicitly trigger-
ing notification display (e.g., by calling notify()). Because push
service providers offer standard notifications as a convenient deliv-
ery path, developers often favor them over pass-through messages.

Reducing plaintext exposure therefore requires changes on both
sides: providers should make pass-through delivery easier to adopt
through safer defaults, stronger SDK support, and clearer guidance,
while developers should use pass-through messages with app-side
decryption when delivering sensitive content.

As a result, sensitive contents remain visible inside provider
infrastructure even when transport security is in place. Depending
on provider-side operations, such payloads may also enter internal
logging or analytics systems. For communication-oriented apps,
this means that private chat content may be exposed beyond the
intended sender and recipient.

6 Discussion
In this section, we present practical mitigation strategies, summa-
rize lessons from fragmented push deployment, and acknowledge
the limitations of our study.

6.1 Practical Mitigation Strategies
Reducing security risks in real-world push deployments requires
coordinated action from both push service providers and app devel-
opers. In practice, this requires safer integration defaults, stronger
credential and registration controls, as well as clearer operational
guidance for secure deployment.

Strengthening Backend Credential Handling. For server se-
cret misconfiguration, the primary mitigation is to ensure that the
server secret remains strictly on the developer-controlled backend
and should never be packaged into the APK. Push SDK providers
can reinforce this boundary by providing build-time checks that flag
server-side credentials in client-side configurations. App-market
operators can further detect such misconfigurations before pub-
lication by integrating our credential-detection pipeline into the
app-submission process. When a server secret has already been
exposed, the first remediation step is to remove the embedded se-
cret from the client-side code or configuration files, so that newly
released app versions no longer distribute the backend credential
to client device. If the push service supports secret reset, such as
JPush and Baidu Cloud Push, developers should reset the exposed
secret and migrate the backend to the new credential pair as soon
as possible. If the provider does not offer a reset mechanism, devel-
opers may need to replace the affected service account entirely to
revoke the compromised credential. Providers should also follow
the principle of least privilege by ensuring that credentials used for
notification delivery cannot access management APIs. As a short-
term containment measure, providers can restrict API access to
trusted backend IP ranges, which reduces the usability of leaked
secrets without requiring immediate client updates.

Moving to Replay-Resistant Registration. For deterministic
RID hijacking, the key design change is to ensure that replaying
the same device-side identifiers does not lead to the same RID
being assigned again. Push service providers should avoid registra-
tion designs that derive routing identities directly from identifiers
such as android_id or utdid, even when those identifiers are
convenient for cross-install tracking or analytics. Instead, more
robust designs should incorporate server-generated randomness or
session-specific state, so that replaying the same device-side identi-
fiers alone does not reproduce the same RID. From a deployment
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perspective, this change reduces the attack surface without requir-
ing app developers to redesign their business logic. App developers
should also avoid exposing device-side identifiers unnecessarily,
for example by transmitting them in plaintext or storing them in
accessible local storage. These measures provide a more robust
baseline for registration security in real-world push deployments.

Reducing Plaintext Exposure in Notification Delivery. For
plaintext payload exposure, app developers should assume that
sensitive message content needs to be protected before it is sub-
mitted to a push service provider. In practice, this often requires
using pass-through messages, so that developers can encrypt the
message content on the server before submission and decrypt it in
the app before deciding whether and how to display a notification.
By contrast, standard notifications are more convenient and there-
fore widely used, but their content is handled directly for display,
leaving the app no opportunity to process it. Push service providers
can help reduce this risk by offering safer defaults, improving sup-
port for pass-through delivery, and providing clearer guidance on
when plaintext message content is inappropriate. More broadly, se-
cure push delivery requires a better balance between convenience
and security, rather than treating plaintext message delivery as the
default operational choice.

6.2 Lessons from Fragmented Push Deployment
Our findings suggest that the identified risks stem less from funda-
mentally unsolved push-security challenges than from deployment
trade-offs that prioritize convenience over secure design. In frag-
mented Android deployment, developers often integrate multiple
push SDKs to improve delivery reliability across devices and app
distributions. Under these conditions, these risks can be traced to
engineering choices that simplify deployment in the short term.
Embedding credentials in the client simplifies deployment, deter-
ministic registration reduces backend complexity while preserving
stable identity across reinstalls, and plaintext message payloads
keep provider-handled delivery convenient. From a product and de-
ployment perspective, these choices are understandable. However,
once they become the default in production systems, the resulting
security and privacy risks are shifted downstream to apps and users.

Our results also highlight a recurring mismatch between devel-
oper assumptions and the actual role of push service providers. In
practice, providers do more than forward messages: they authen-
ticate privileged requests, terminate channel protection, process
routing state, and often expose management APIs beyond simple
notification delivery. When documentation, onboarding guidance,
or integration examples do not make these security boundaries
explicit, developers may over-trust the provider channel and fail to
adequately protect sensitive content or privileged credentials.

6.3 Limitations
Our study has several practical limitations. First, our analysis of
server secret misconfiguration relies on pattern matching, decompi-
lation, and data flow tracing. Apps that heavily obfuscate credentials
or retrieve them dynamically from backend services may evade de-
tection, so our measurements should be interpreted as lower-bound
estimates. Second, our analysis of plaintext payload exposure fo-
cuses on a targeted sample of 110 communication-oriented apps.

Although this sample is sufficient to show that plaintext exposure re-
mains common in an important high-risk category, it does not cover
the full long tail of Android apps or all notification use cases. Third,
our provider coverage is shaped by real-world access constraints.
For example, among push services from device manufacturers, we
are able to evaluate Huawei Push Kit but not several other major
manufacturer services that require stronger enterprise verification
or business credentials. Finally, for ethical reasons, we do not val-
idate the full downstream impact of these risks on real users or
production cloud resources. Even with these constraints, our study
captures security-relevant integration patterns across a large and
diverse corpus of real-world Android apps.

7 Related Work
Security and Privacy of Push Notification Ecosystems. Re-
search on push notifications spans service evaluation, abusive use,
insecure integration, and privacy leakage. Early work examined
push service mechanisms and deployment trade-offs, including
comparative studies of cloud messaging services [27, 47], user expe-
rience in push-notification design [20], and challenges in balancing
notification delivery with background execution and battery con-
straints [14]. Other work studied aggressive or abusive notification
behaviors, such as intrusive push advertising in Android apps [32].

A second line of work shows that push notification systems can
introduce concrete security risks. Researchers have demonstrated
how push services can be repurposed as command-and-control
channels for Android malware [24, 26], and have explored attacks
that bind virtual and real identities through mobile push notifica-
tions [35]. Security studies have also examined integration flaws in
push ecosystems, including exploitable PendingIntent exposures in
in Google Cloud Messaging and Amazon Device Messaging [31].
These studies reveal that push channels can become practical attack
surfaces, but they typically focus on a specific provider, attack type,
or stage of the notification workflow.

More recent work has highlighted privacy risks in deployed push
services. Reardon et al. reported sensitive identifier and location-
data collection in JPush [41]. Lou et al. conducted a broad study
of vulnerabilities and privacy exposure in mobile notification sys-
tems and designed NotiLeak to detect such issues [36]. Deng et
al. investigated the abuse of Android Notification Listener Service
and showed that notification contents may expose sensitive infor-
mation to third-party apps [16]. Samarin et al. showed that even
secure-messaging apps using FCM can leak sensitive information
to push providers [44].

Compared with prior work, our study expands both the scope of
providers and the scope of app markets. In particular, server secret
exposure has been studied before [36], but our analysis extends
beyond Google Play to a more fragmented Android push ecosystem
that includes Huawei AppGallery and widely used push services in
China. More broadly, rather than focusing on a single provider or
a single class of issues, we examine backend credential handling,
registration logic, and provider-visible message delivery within one
workflow-oriented security analysis.

Security and Privacy Risks of Third-Party SDKs in Mobile
Apps. Third-party SDKs have long been recognized as an important
source of security and privacy risk in mobile apps. Prior work has
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examined SDK misuse and insecure apps across a range of func-
tional domains. In the biometric domain, Zhang et al. studiedmisuse
patterns in fingerprint authentication APIs [50] and analyzed the se-
curity properties of cross-side face verification systems [49]. In the
payment domain, previous studies surveyed mobile payment pro-
tocols and infrastructures [15], analyzed payment service provider
SDKs [37], and exposed flawed implementations of third-party in-
app payment logic in Android apps [48]. Other work has focused
on privacy and data-collection risks introduced by third-party com-
ponents, including analytics-library leakage [34], missing runtime
privacy notices [29], inconsistencies between withdrawal choices
and actual third-party data collection [18], deceptive ad content [33],
user-tag spoofing [30], and cross-user privacy leakage [28].

As these studies show that third-party SDK integration is a re-
curring source of deployment risk in mobile software. Our work
builds on this line of research, but focuses on push service SDKs,
where backend credentials, registration logic, and provider-visible
message delivery are all part of the same deployment setting.

8 Conclusion
In this paper, we present a systematic security assessment of the
Android push notification ecosystem, covering 11 mainstream push
SDKs and 52,748 apps acrossmultiple Android appmarkets. Through
a workflow-oriented security analysis spanning device registration
andmessage delivery, we identify three classes of risks in real-world
push deployments: server secret leakage, notification hijacking, and
plaintext exposure of notification payloads. These findings suggest
that several security assumptions embedded in push deployments
do not hold in practice. Improving push security therefore requires
corresponding changes in both provider design and app integra-
tion, including keeping server secrets on the backend, adopting
replay-resistant registration, and protecting sensitive notification
content before it enters push service infrastructure. We responsibly
disclosed the identified issues to push service providers and app
developers, and received acknowledgments from affected parties.

Data Availability Statement
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configuration files, scripts, and test apps. These materials are pub-
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dataset is not publicly redistributed because it contains third-party
apps subject to copyright and access restrictions. The experimental
results are also not publicly released because they contain sensitive
security-related information, including details about affected apps
and validation artifacts.
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